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LEADERSHIP SKILLSOFITHE FUTURE

'INTRODUCTION

The.Que4tion Being Rata ed

$

When one raises the question, "What are the leadership

skills of the future going to be?", there is often an almost automatic

reaction that they will be no different from what was required in the

past. While there is n4 doubt some truth to the belief that the

successful 4ader of the future will require certain highly valued
v

leadership characteristics of the past, it appears equally valid that,

as society changes, it lakes d4iferent demands upon i:tt leaders. There-

t. while many of the leadership sic t which will be sought have been

around for a while, there will be,a greater need for,some than others.,

"Which will be the leadership skills of leaders in edutatfon:which will

hecome'increasingly important in the future?" is the main focus of this

article..

Appkoach to the Study o the Question

I
OP

In order to hypothesize and attempt to anticipate aid, predict

whatithe key skills of the future for leaders in education will be, we have

borrowed from "systems theory". Most simply stated; the theory'sukgests

that change in the large system,tfor.example a count4, hat an,impact upon

4



*the smallef system, such as a province.. We have extended that idea

I to'suggest that, if this is true, then the maj'or actors of the smaller

4
.systems will. have, to cope differently with new pressures which will

.

require different behaviours.

SYSTEM CHANGE (S) SUB-SYSTEM CHANGE (S).

.
.

LEADER BEHAVIOUR
CHANGE(S)
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Figuitr;p1

Following is aconcrete example to indicate more clearly .

. o

_ and precisely_what is being suggested. Let us consider a.school
.,,

board is a large system which has jurisdiction, for educational

./
matters, over a_certain number of square miles. Within that large system,

. .."

there are a number of-schools. The schools, as we are using the definition

in this particular thesis, are the sub-systems of that larger system which

are affected by changes in the supra-system.

1
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Key Deliirtaton4 I

..14

*

. Below are key definitions which will assist the rea4or in.

f understanding more easily the ideas which are being proposed herein.
40

4

The "system" to'which reference is made frequently is North

Ainerican society. The "sub-systems" which are discussed are the
.

4

educational systems society, ror example scho0ol boards, community

corleges, universities, with special, on Ontario institutions..
:7

4

The "leader" or "leaders"'involvid in thii. discussion are

primarily the'Chief Executive Officers or their immediate advisors.

However, a number of people might qualify for the definition of Chief

. Executive Officer: iihreality. it is'anYone who is responsiblefor a

. discreet adiainistrative unit. such as a college, a university, a school

system,'a family of schools, a school, or, if there is a department within

a school, college or' university, that particular department.

e
With regard to "leader behaviours "; it should be noted that there

,

is a concentration On behaviours which are seen as some of the key ones,

r

. but not necessarily the only ones which will be required of successful leaders

of the future.

.

. Recapitutation and Re4tatement-o6, hi Ptobtem

4 ,

To recapitulate: first, we shall identify a small number of.'"\

,Canadian societal changes which may have, emanated from a shift in North

American or world policies, ones which mitt also be present in Ontario;

O
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W4COMEAND INTRODUCTION

S. Jeffery
Conference Chairman

'Systems and Software DivisiOn
'National trau of Standards

Washington, D.C. .20234.

'

On behalf of the National'Bureau'of Standards, I would like to
welcome each of you to the Conference on Computer Security andthe
Data Encryption Standard. The.Conference is being sponsored.by the
National Bureau bf Standards and the Civil Service COMMISSik The
program that we have organized for you today has keen s4-uctured to
place the new Data Encryption Standard as published_iniFederat.Infor-
mdtion Prbcessing Standard 46 into perspective withother measures-'
that. can be' used to provide computer and data security.

. ,
. .

,

.

. The Conferente has been organized into four sessions. The, first

address s the major computer security 'aspects related to the DES.
%.1m41%. These ip risk analysis, physiial security and cpmputer systerps

security., ...fh second session involves those'topiss that should bd
considered in-the use of data-encryption. These inclucie communications'.r
security devices, key management and system design: The third session

*." covers the applications ofpthe Data Encryption Standard thit are
', presently identified: These include security prddects involving en-

ti

cryption at theFederal-Reserve network, theARPA network and it s.
electronic funds transfeor, The final,session will cover various imple-
mentations and uses of 46 KS. 'These will be discussed by Members of ,

various companies that are interested in implementing and using the
DES.

t

In order to cover a very.-;l arge subjtct in one ``day, we request that.

all questions be written a d they will be responded to following the
lest session. Whenever pos ible; the question should be addressed to 'a
specifitc speaker. Each spec er wiPi prepare short writt wers to
the qubstions. During the question and answer period at .t e co ciusion
of the Conference, the four session chairmen will take tur readings,
a question and the speaker's response. The 4uestionsla0an erIwwill

be published in the proceedings. .
,, . ,Iii

% .

We hope that today will be beKeficial to each o'f you and.that you
will find thg program enjoyable. . .

..
Ih.

.

. . ,
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The Data Encryption Standard in-Perspective

Ruth M. Davis, Director
instItute for Computer Sciences and Technology

-National Bureau of Standards
Washington, D.C. 20234>

-The Data Encryption Standardwas approved as a
Federal Informition Proceising Standard by the Secre-.
tary of Commerce on Novegber 23, 1976, This Standard
was developed as a part of the Computer Security Pro-
grim within the Institute'for Computer Sciences and
Technology at the National Bureau of Standards. This

paper places this standard in perspective with'other.
computer security measures that can and should be
applied to Federal computer systems either before
or coincident ,to using the Data Encryption Standard.

N BS initiated the standards development effort
leading to adoption of the DES in 1972. During this
period,.NBS.solicited for algorithms and information
upon which a standard could be based, published for
comment the algorithm which bgst satisfied the re-
quirements of an encryption standard, and coordinated
the effort with both the potential using communities
and supplying communities.,

. This paper outlines the environment surrounding
and the history of the Data Encryption Standard and
discusses the objectives'of additional standards to
be developed within the computer security program.

.

Key words,: Computer security; enGryption; standard,

1. 1 Introduction

There' are very few of us today wRether we are compdter scientists,
managers, ADP facility personnel or communications specialists who have
experience with encryptinrand.decrypting information in any operational
environment. .Therefore,'there ati'Very few of us who know what to ex-
pect when We first %gin to use 1,1U-encryption procedures. As we en-
,counter problems or unexpected happenings there will be very few pre-

.' cedents welcan draw upon for 'guidance, Welshoutd, therefore', try to

S

C

4
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get the dost-from those individuals and organizatidhs.who have already
stumbled and learned from their experiences. We will need to know who
they are, whether they are in industry, Government or academia.

First, however, we need ,to remindOurselves as to why there are so
many of us now concerned with data enuptionswhen there were's° few in
the past. As might be anticipated; since we are still at the beginning
of the first real sign of general or public interest in encryption, it is
difficult to pull apart the underbrush gnd identify any real pathway:,
But let us try.

2.' Who Has Been Using Encryption?

1

f
l!rt9r to the mtd-to-late 1960's almost the only use of encryption

I

was or national security brposes. National security is still the
pred minant motive for data encryption. Other long- Established uses
of data encryption have been principally in foreign countries bpi inter-

.ministry networks, police and gendarmeries and embassy communications
systems. How do we ascertain these other principal users of data en- ,
eryption?, Not,surpritingly, we used the traditional market indicator- -
namely,who are'the buyers of data encryption equipment sold by vendors.
Here, even for U.S- vendors of*cryptographic equipment,the market is
Principally foreign buyers.

In the United States at the present time, a very small percentage
of companjes use cryptographic equipment and procedures.

Hen*e, it is quite apparent that if we are to find and use available '

expertise arAexperience in mptographic appl.ication, it will be from
within the U.S. national security community, foreign organizations and
governments and a very few U.S. companies. . *

1 -

3. Why Is Encryption Wire in Qeman0 Now?
. "-

ince the late 1960's these hove been a few newly emerging but
important motivations other thah national gecdrity for employing,crypto-

''graphie'equipment and procedures. Categorized im)terms of tochnological-
ly-induced changes they are simply that

Y .
V

o Computer and communications technology have combined to
encourage dramatic increases ih-the,volume and Weed of
information collection and distribution.

4" . t.-- .

.
.

o - The-Oncipal mode for distribution of time-sensitive
data is now electronic.

'o Advances in electronic. technolOgy haim made electronic
surveillance and interception inexpensive and available
to individual buyers. .
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o Computer, communication anetransportation technology
have combined to make t e gecrgraphically dispered
compariy or government th more "common organizational
entity with its manageme t almost totally'dependent 7

-'on electronic means of i, ormation.traNmisstbn. Cat-
$gorized- in terms of rea r or pe.rceived threats, these
new motivationsifor employing encryptiontan be put in
di fferent. terms -- namely, in a: cough chronological order
of emergent threat as fol ows::i '

. r -.
III .

..

Organized and, intenti, tral .attempts ye
obtain economic or market in '. I

from, competi tive. organizations in the ..
private sector. ..

. ,.... . . .
Organized arid intentional attempts to..' i obtain economic information from 4::o'vern-

men t- agencies. . r t. . .

78,,

. .

Inadver;ent acquisition of economic or
. market information.

-N
.

. 1 .
.

Inadvertent acquisition of info ation
_ y.

about individual.s.
.

.Intenfional frail(' throtigh illegal access
' to:cbmputer data banks with emphasis in . .

dep.reasing order, of importance on acquisiN Hi-

Vim of funding 'data, economic data, law 4.,

enforcement data anddeta abov,t individpals'.

Governmental intruiton on the rights of.
individuals.

InvasiorNf individual rights by
Communi

k...

, 4. What Is The. "Cryptpgraphi.c Marketpl ace?"

Faced.with this sporadic but increasing demind forcryptoeaphic
. equipment, what 'kind of cryptographic marketfilace exists? Obviously,

cryptographic marketplace has a very long history since equipment
and procedures for transforming data vinto unihtelligible form and then
transforming it back into intelligibeform have been used for thousands

' of years. - . .

-

However, looking just at the 1970's, before the advent, of the*NBS
data encryption standard, the cryptographic marketplace was and is.
large, ceropetitive, and one .ire-which caveat emptor or '"'buyer beware"

. wars the 'prevalent theme. 'There are about 150 manufacturers of discrete
e

44, .
...

, 6.

.



/
cryptographic devices world-wide of which somewhat less than 100 are

e 'American companies. Most cryptographick,equipment is now celectronic
where lust a few years ago it was 'either mechanical or electeo-mechanical,
There are els; a very few--probably less than five--companies world-wide
that sell software encryption packages. .

If you really dig in and.read company brochures, you will find,.about
, a dozen major manufacturers with what we would call a full line of cryp-
to'graphic. equipments, e.g,, equipment for data with-different trans-
mission speeds, 'for differerlAtypes of4channels and transmission methods,
foroff-line and an-line us C, etc. My estimate is that more than 75% of-
these dozen compahies are foreign manufacturers.

. {. t
1..

. . , .. .
The commercial equipment is generally described in the above term-

inology, with additignal descriptors of.allowable key variations and i.ii
"working p.rinciples.k We can refer to the-working principle .as the en- -
cryption algorithm, "*. , .. . ....::

As you may recatl, the marketplace was described earlier-as one of
"buyer bewares';' Tiii1;;is because the intricacies of relating key varia-
ti9ns and working printiples to the real strength of the encryption/
dekryption equi'pment were and are...virtual1,y unknown to. almost ail' buyers,-

i ansd informed decisions as to the right type of on - litre, off-line, key
generatioo etc., wh;ih will meet buyers' security needs have beer' most i
di fficult 'to mak. 4' ;',..,

Ir
< . ,.

(,f
It .was into tItt, are a that the National Bureau of Standards en-

.1 . li' .

... .
tered in- 19/2.',..! . ? :s , i :- ..

;e I .,?.. . .,...
-...' ;

'.5% Legislative,And Go1. verrifnental Responsihilities .
'..

Ae)ponsibi tiles for 'design, use .and applications of "cryptographic -

'equipment were not learly defined in 1972; they are still not clearly
defined-in-

NBS, under its
Federal standards f

orP'

"sued as an ssential
initiated rie

a encryption
'effortdevelopment 'effort w

in computer systems

The pri ry con
cryption standards w
deriving frara NBS' .r
Commerce was the gen
'provisions and direct

.

Brooks-ct (P . 1 . $9.-306) respctnsibi 1 i iy for setting
r effective and efficient uses of computer system,
ded pitogrark in computer security in 1971. It pur-
Part'osf computer security the development of data
_Thrisp.utpose of the NBS date encrotion standards

s t %protect computer data in transit or ,resident
ned etworks.

1 '
tituency 'under 'the Vooks Act for- NBS' data en-
re Federal agencies; the secondary constituency
ponibilities as a member of the Department of ,

aT buyer not operating under national security

,
w .

ves. -

.7
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'Responsibilities for cryptographic R&D and use in national security
-activities are fairly well defined under the National Security Act of
1947 and under the amending Executive Order.11905 of February 18,. 1976.
Under 015 Exeeptive Order, the National Security Agency serves "under
the Secretary orDefense as the central communications security authority
of the' United States Gotlernment" and is responsible for the "conduct of
research and development, to meet the needs Of the United States for sig-
nals.intelligence and communications security.'! MS has asked for and
'received the unique and'vdry valuable assistance of-NSA since 1972 in
NBS' effort to provide- data encryption standards for its constituencs.

The only recent relevant Congressional legislation is the Privacy
Act of T974, under which Otirassigned .NBS °responsibilities for the dp-
velopment of comp uter.and data standards to meet the needs of the Act.,
Data security isnot a requirgement of the Privacy Act of 1974. However,
data security is 'one of the means .best suited for meeting requi rements.
of the.Act.

As of 1977, NBS' data encryption program and its recently issued
Data Encryption Standard (DES) have not, to the best of our knowledge,

'decreased existing competition in the cryptographic marketplace. In-,"
deed., at least five new hardware and/or software encryption produCts
have .entered the marketplace as a direct result of the 'DES.

Probably the p"tincipal chalhe in the marketplace that can be ,

attributed to NBS' DES is the lessening of the "buyer beware" character-
istit. Anyone buying cryptog-raphic equpment,which has been validated.
against the DES can be assured of a speific level of data-security:
npely that 255 attempts and the, use of the method ofsexhaustion are
required to obtain any.on't key for the encryption algorithm used in the
DE.S.

.

*.
6. History Of The Data Encryption Standard-

As I renlarked earlier, Je developmerit and history of the DES' have
been frost interesting.. 1,H has been directly involved for.more than
five years.° The active standards development effort, beginning with
'collection of relevant information, was initiated in 1973. Welsolicited
for information that was available,in the field of cryptography that
could be used an gOding our efforts., We yere looking for the techni-,
cal specifications of a method of encryption which could be economically

- employed in a .variety of computer security applications typical of our
. 'as-signed Constituency. We wanted this information to be publicly avail-

tableL so that anyone desiring to adopt the standard could do' so. -.We
wanted the method of encryption seldcted as a standard to be amenable
to various types of equipment built by the -many vendors of computer and
terminal equipment: We wanted the specifications of encryption to be
unambiguous so that anyone would be ableif decrypt the data encrypted
by anyone who also adOpted the standard if he had the "key" or secret -
Ariable that had-been' used.

O

*



Our first solicitation ay 1973;
fied'thesewants. This solicitation requ
and algorithms" that. could be used in, de

'lot of unsolicited Proposals to develop
that a lot of mathematicians had ideas
ment of encryption algorithms is not so
The algor.ithm that we received whle h
was received .scratched in pencil on a
that a random stream of characters be
tapes which are sent to the parties w
should add the random stream to-the
tract the random stream from the mes
perfect security system; but we'veh
infinite length tapes. In addition

problems.

Even "though we received no use
41,

tation, a positive step was made..
, and a need for an encryption standa

roduced nothing that satis-
ted "proposals for information
loping a standard and we got a
crypti,pn algorithms. It seemed

ey wished to pursue. Develop-
thing you do overnight, however.
the best theoretical ,foundation

eetfof paper. It was suggested ^

ritten onto two infinite le0th
hing to communicate. The sender

ssage and the receiver shoUld sub-%
ge,N This -turns out to be the only

d difficulty finding suppliers of
this system hat other practical

1 algorithms from the first solici-
erest wasighown in cryptography
was demonstrated. In acitition,

when a second solicitation was made in August 1974, several algorithms
were submitted. Some -were too specialized: some were ineffective. One
was reAseved that showed great merit as n encryption algorithm,

7. Review Of The Data Encryption Stand id .

This al orithm was published for public comment in archr 1975, after"

4 r

undergoing Government review for acceptability as a Federal standard.
This iS the third phase of a standards deve)opment effort: coordination
and review. However, even before this was done, procedures were worked*
out between NBS and IBM, the developer of the algorithm, for having the
rights for making, using and selling apparatus implementing the algeridthm
available to interested parties under the claims of certain patents held,
by IBM. The terms and conditions othe agreement by IBM to grant non-
exclusive, royalty free licenses under these patents are spelled o in

the May 13., 1975 and August 31, 1976 issues of the Official GazetteNof
the United States Patent and Trademark Office.

r "
The comments received concerning the algorithm we're moseiniereStimg:,

The most prevalent need_ that was apparelit from the comments was, for a .-.-

general education in encryption. Commentors either simply wanted infop°,_
nation on the subject or made comments showing that they did not ilad4r.:

c stand the applications and requirements 6f encryption. Thit.Conference
was organized by NBS and CSC tosatisfy this need. The comments also
suncovered an important issue regarding'the competitivee aspects of imple-
menting encryption.invarious.compufer architectures. This was studieti
long and hard .by botlf'the lege) 4ittd the technical_ staff of the Department
of Commerce. Alternitive modes of employing the proposed standard were
defineerand evaluated and, the best ones suggested. for use in various
architeCtures. These modes can be used to Orovrde.the efficiency needed
to'satiSfv those concerned about this issues,

9.
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The complexity and security of the algOi:ithm Are discussed in sev-
.

001 commOinti. .The algorithm specified in the DES, is very complex. A

crlYptographic algorithm that provides a high level of security must be
omplex. > In order -to minimize the impact' on a general purpose computer

. system, a hardware implementation was specified ins-the standard. Hajd-
ware implementations also can be validated and.are,nearly immune to
unauthorized, undetected modification by a potential system penetrator..
Software programs are susceptible to modification and.are difficult, if

'not. impossitile, to v.alidate. However, the security of the al'gorithm be-

4

came the most controversial issue.

A standard should be acceptable to a broad range of users. It can-,
not, however, satisfy all possible needs, 6f all possible users; A stan-
dard should be amenable tochange when new applications *or new technology

'ext:Jive. It shouldGbe reviewedperiodically to evaluate any need for
change. The DES was devgloped within this framework. Some commentors
felt that' he security andcomplexity of the algorithm was not,nereded in
their application; they wanted a simpler one. Some felt that the secur-
iity was inadequate for their..needs: k they ienteda more 'complex one.
They felt that .the standard should satisfy all security, requirements for
all possible users for all time. .

, -,-
The matter was studied at great, length by NBS. A workshop was or-

ganized ,toi elute current technology.and any technology iq the foresee-
able future which pi.glit reduce the 'effectiveness of the Standard. An-

.

other workshop wa6 olanized to analyze the mathematical foundation of
the atgorithm and identify. real or potential weaknesses of the algorithm. 0.

Both workshops resulted to a consensus that tire' DE'S was satisfactory for
the next ten to fifteen years as S cryptogi'aphic standard. .No methods
for ob iining :a key,that you,'.as users, select to protect your data ere
known sort o*.trying all theoretically..possthle keys.

There are 7.'2 x '10 16 possoble keys for,use with the DES. This means
that a key'would, have to be tested every mi,drosecond for the next two
centuries ,in.the fastest. computers expected in the next few years. A
machine consisting of a million special purposeelectronic chips, each
dolo.g a test 4n a microsecond wa suggWed as a threat in the comments.
Qur workshop on technology concluded that such a machine; although capable
of deriving one key in-a day, given matched plaintext..and cipher; would

_cost over $70 milli-onito build between now and 3990,, be 2,56 feet long,
draw millions oV watts ofpower,-and anyone attempting such a task would
have a Very' lokprobability of success. I do not want to understate the
issue of sec-dray but I do want to put it onto its proper perspective.
The risksyto'data encrypted by the DES will cone from sources other than
brute.-forc! attacks.

Before leaving this issue, I would like to provide some special
guidanCe. The key used with the DES is the key to kecurity A iche,
disgusting as it may 6e; is often easy to remember. No matter good
the algorithm and no matter how good theequipment, thesecuriiy pr
vi.cled by encryption is'only as good as the protection you give the key.
Methods for accomplishiFig'this will be discussed today and for many

ig_,. 10. \
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years as systems are developed. Keys
independent; keys should never' have
follow these rules. or compromises
the security. equivalently.

8. Related Security.11eastt
a .fi. ::)."

Other 'secuti
'scheduled for disc
specifically rec
for use. Adnji
is used and an
when encry

vario
protec
used
mus

ould be random; keys should be.'
y part predetermined. Failure to.

their achievement will compromise
A ,,

sur'es related to the use of encryption are
ion in the next session. ilskrisk analysis is

nded in the DES before ericryption is selected
strative security should beadopted before .encryption

st be expanded to include the procedures of 'ley handling
ion is implemented. Physical security is always gequi red

rements for.degrees in all computer systems. Additional-re
ng encryption eVnent must ke satisfied when encry
eipally; the techn al implementation of encryption' e u

be -perforined for an effective cryptograjOk system:: The ar
I be discussed in depth throughout the day..

e

The DES was adopted as a. Federal standard oniNgvember 23, 9/6,
aqd published as Federal Information Processing Stanliards Cubpcation 46
on January 15,1977. Each of yog received a cony in your repstration
Packet. The standard is diviedtto two,sections: the announcement,
section and the specification 'Section. The announcement portion gives

the administrative ground rules for following the standard. Every
agency is,, responsible for complying with the standard. Encryption
should only be dictated for- use from within an agency and only after an
in -depth ris analysis 'is done, When OcrYotion protection is required
and ,if the r to is .uncassified, then encryption.hardwire should be pro-
cured when it bomplies with .F,IPSJUB 46 and used provide the desired
I:Protection. .The spec.' ficatii64011-ti on defines una iguously the algorithm
to be used 'to encrypt and de pt data./ Related a inistrative in-
formatibn should be obtained from the announcement p' tion The.effective
date of the standard is July-15, 1977, and Federa are to om

ply with the standard after that date.

ion is
anent

as

In a communications applica ion the DES does not "stan alone. Ex-
isting standards must bg used and addi tional standards are eeded.
isting Federal Information Proces g Standards (TIPS) and Federal Tele-
communications Stianidards (FTS) are to 66...used when mpte ti g the DES
in communications. .However, additio standards for the-el ari cal ,
mechanical and functional aspects 'o s lone, add-gn communications
security equilltnent utilizing the DES are e dedt Stand ds for incor-

- parating DES devices in terminals and commun s proceSsors are needed
for an effective cryptographic system:

, .

A technical subcommittee for developing a Standard for the use of
'DES in communications `has been established lay the rtderal TeAcommunica-
tions Standards Committee. (FTSC)' An ad hoc committee, under, the leader-
ship of IVES, invalitigated"the need for such%a standard. The reeommenda-
tions of the ad hoc committee were dopted by the FTSC and endorsed by

llp )
)'
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the FIPS oordinating and Advisory ttee. The recently approved for-
mal subco 'ttee is drafting a stands i for review and approval as a

.

p' 'joint Federal Telecommunications and nformation Processing Standard.
. The formation of the.subcommittee w s recently annbunced in the Federal

Register. Technical contributions, and commentsare welcome from in
Ij tersted parties from both the public and private sectors.

9. Support of the Data Encryption Standard

°The final tokic I lohld like to discuss this morning is' the supper-.
of the standard, the filial phase in standards deVelopment. NB.S will sup-
port the standard in various ways and you as potential users can obtain
assistance from several sources -in adopting the standard. A Data En-
cryption Testbed has been establishg.d.Within" the Institute for Computer
Sciences and Technology at NBS to pr ide some of the assistance y Two
major services are being performed., First; a validation service is being
established to test hardware devices for compliance with the specifica-
tions of the'Aandard. The standard specifies a transformation of 64
input bits into 64 output bits based on a 64-bit key. it also specifies
that hardware be used to perform this transformation. NBS has defined a
set of tests which provide a high degreekor assuranceihat the hardware
implementation performs the transformationitorrectly Vendors intending
to supply such devices to Government users must have tht devices vali-
dated. This service will be done by NBS.on a cost reimbOrsablebasii:
The service will conform to the administrative regulations found in NBS
Special Publication 250, Calibration and Test Services of the -National
!Bureau of Standards. Agencies seeking, to procure DES devices S.hbuld use
the wording of Federal Property Management Regulation 101-32 presently
being amended by' the General Services Administration. Finally, the

1 responsibilities of the National security Agency, formulated in Executive
4 Order 11905 dated February 18, 1976, incrude'assiAing Federal depart-

ments and- agencies in impiementingAommunications security and 'determin. ing specific securiti'requtrements inn this area.
. 4

OL

4'

I

The second use of the Data Enoryption .Testbed is to develop and
$

evabilte methods of using, the DES in various applications. Addi-tional
standards are required fOr assuring compatiailify among devices. employ-
ing the DES In specific applications. .K fulidamental goal of the ,DES was
to, provide abasis of compatibility among various devices in various,,,
apolicationvAille providing a high level of security. - A standard should'
not dictate all'pof its applicatioris within the standard. Innovative im-
plementation and applicati n are the es for comoetition'in providing

attempt to stifle competi ion or innovation. Standards should either be

prbducts or services 'meet' g a_ stand d. No standards effort should

adaptive or amenable to change. Additional standards can be built on
fundamental standards, in selected -applications' to provide compatibility.
Tpe-DES is a 'fundamental standard for data communications security. A

FVderal task gtoup has been established to assess, th,e need for and scope
of additional standards in cryptographic systems. Information regarding_

, " g- ..
.. . ..
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the validation tests of DES devices., as well as the standards 'efforts in
', data communications security, is available from the Systems and Software

Division of the Institute for Computer Sciences and Technology at NBS.
..

..

. .. 10. Concl udi ng Comments ,$

.. _

.

...ge
0 in,summary, the Data Encryption Standard has been a forerunner in 4
structured standards development process. The Federal Govehment took
the initiative i developing a ndard which satisfied its own identi-
fled need. A ooperative effor wa established within the Federal Gov-
ernment and tween the GoNernmp and private industry. For the first
tfm§. a Fed al standard is publicly avail.able that can be used to pro-
vide a high le'vel of cryptographic protection fod' computer data. A veiny

his level o blic interest has been demonstrated throughout he devel-
opment pro-ass. Private industry will be the' s upplci ers of de vi es comply-
i ngt with. the standard. Government agencies, as well as private organi-
zations, will be the users of the deVices and consumers' of the services
based on the andard

.

k - !
.

.
.s.

... . .. .,..

All Federal agencies have been requested by NBS to- state their needs.
for .additiqyal Federal information Processing Standards and tOsUpport ,

the subsequent efforts in satiiYcing these needs through a coqperetive"
,

standards program. Only4throUgh efforts such as these, suOpdrted by
Private individuals and, or§anfzations,, cap computers be made more effec-
-tive d more secure+ a

111 '
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1,..1,. introduction. :-N .
40

My objective today is to convince you that you should not. spend
. .

one nickel, computer security Unless you caneost-justify that nickel,
that there'is a way of'cost-justifying that nickel, and that in al4

.
probability you should.be getting on with it. A convenient way to
start

1:onsghaa)t-ilVtuyrouhurdnri:doLlhaePt:MtngIsns=awtTro:sTadChese
installations had already become aware of computer security fors6me
reason, they did not Have to be'mado *are of the problem; they were
already aware,. Howevir, for oneweason or another, they had not .'

achieved a 1041 orsecurity which thebtonsidec!d adequate. ,

The Most.prqbablereason for not achieving an adequate level of
security is their faildre to prioritize the problem. for most of us

. human beings;.especially those who are technically oriented, we would
like the problem to be technically challenging. This is a difficulty
in the area of data security; the fundamental problem isnot intellettu-,
ally exciting.

2, Prioritized List of Computer Security Problems
- .

I feel that there are six major problems in data security. The
first major problem is simply,errors and omissions. The employee com-
mitting errors or failing to perform specifid acts are typic
honest. They simply are not competent t6 perform the job* equately
at all times. The dishonest people of this world, will nevi r b0ble to .

contend with the incompetent in.the damage they do, Thei idence of
errors and'omissions probably accounts for 50-80% of the d security
problems I have encountered in my discussions with ADP.man g a

manager dyes not account for the problems in this filst oateg y he
will never be able to cost justify the security measures that chooses

to implement.
15
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d The second major categio4 of datal*ctrity pkobierns is that of -

dishonest employees. It is apparent after analyzing this category Q ,- -

° that the vast majority of incidents dg not deal with highly techniL -Y ..
, logical fai 1 ures. sor the most part they are lerks incl. operational

people who are mi sing their paters in notusCdoing t eir job, . ,-,

0 a

but in doing sonie.thilt else. -Who steals from Accounts Pay ble? The .- z. .9 ,-

.
.., 4, %

. person-working in Accounts: Payable. Who steals frail Payrd l? The - .

person working in Payroll. The people working-in Invehtory do not l''
steal from Accounts Payable; they steal from that part of the system 4

they know. best.. , .0. 4..,.
In the third place clearly is/fire. It is-not beca0e ADP p4-1w

. cessirrg equipment is highly flammable. The last significant fire we -.°. .
had in a computer was an old IBM-650 computer in W7. ror the most .

1 part, computers burn because the fire starts in them, but th/.keeii)
burning because .of the flammable material around them. Most eople haVe,.r ,

put their fire protection where the computer installations are rather 4.,,,,,44v
than where the combust,ibles. are. We seem to place our security measures
where they do the least good. There is a longerilead tune .,for ,obtaining..
.1317e-printed forms required for the day-to-day operation, Of many companies. 0
and Fed 'al organizations than there is in the CPU thit does the. pro- ,
cessi ng. 1 ..... .... : ..

I 4 I

In a clear fOurtliiplace is the category of disgruntled employees. ; 6
As opposed to dishonest employees, disgruntled employees (16 not have. ,an onom,ic motive for doing what they, do. There are relatively few in-
stakes of orobl s caused by disgruntled employees buthinfortunattly. .- - li
the dollar ita these incidents is high. The important, point here !,

, is that there ,is no c.ase kn.vkLi in which an employee, haPpy, and iionevt ,4* '
,.

on Tuesday, came .-tnt ork Wednesday and took the plpce(\apart,. For '. ''' .61

'41 ;the most part, the di a fec op grows ovet a significant period of time" "4= ;
and it.is partly the insecur yor cowardliness of first 1-eiie1 manage ''.6°
mentthat keeps 'us from' catching these potential problems.. .Rather , --

\,}, than meeting a problimhead on, we would 'rather hope that it will go I

. away. It is better to move such a peitson out of. a sensi tive posi ti on .
than to suffer the possible consequences., .s

,
. ''

ip the' fifth place is water.' Floods ate not th "m'aiOr prolAl rim in 6°, '-'.

this category; broken water pipes and leaking roofs re the big pr b-. ...
memsp. Ore can deal with this problem primarily with a fifteen fbot .. ''.,;

roll of polyethelene plastic and a pair of scissors. The higher the ..

9

building or the zewer the building, the higher the probabi 1 i ty, that . **
it will suffer water damage,. Afire on the 23rd floor of one build- ..
ing; quenched with water, knocked out a center on The 8th floor be "''.-, e

, cause of leaking watery-- . . ,
.

:

. .
1; :

. .,,
0 ' . 1

/

In laserplace are stra . These art the eople who i'ie. do . ..,.= : ; '
not know and'are not our employees. These are th people who tend .

to mount more technologically superior attacks .a9ainst our system. / '."°-* ., I:... . IAs' we grow toward Electronic hinds Transfer systems, we may see a
higher number oftincidents in this category,. Given this order of priori 44-

tizing, youMay be able to get a'measure of the risks associated with /
sp

16 4 .,1
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your particular $ysten., ,

°' .
..

3. A Risk Analysis Methodology
----:......

. This approach to risk alialys.is is based on a listingtand evalua-
tion of all of the data files...stored and processed in a computer sys-
tem. The person do-Mg the risk analysiis must then look at all of the
thipgs that can happen to those da'ta files. There are` only six ?
"bad thfbgs" that can happen to data files. -ThIse are: accidental
destruction, disclosure and modification and intentional destruction,
disclosure and modification. At each intersection of data file" and
"bad thing" in a matrix, I would.like to.see,three numbers. First, the
dollar ii4pact, very grossly, stated, i:e., within an order of magnitude,
of:the impact of this "bad thing" happening to t- data. The next
nu er,represents.a pr'obability that this "bad thing" may happen. to the
d a. The third number in the matrix is the product of the two. TAO
n ber represents an annualized risk; ie., the number`of dollars th 4
it lay.r? cost per.4tar. Only if I am able to come up with an annualized
ri k, measureddollNars, am I able to collect and apply those security
measureS"which are cost effective. We have enough data collected from .

individuals performing a risk analysis to be assured that this me
does wor This approach will also identify he problems which are
cheaper to 'tol to than they re to solve, an there are a f4ir num- ..

ber.of those, T 0-e are a num r of expensives curityAmeasures which
will protect u$ a inst Tecurit problems which we almost.never have.
We must not use those.

.

.
4:!.

......,..

The use of this matrix also identifies those processes or opera-
-tions which a company or a Federal Agency must Ape able to perform in
order to get their job done. Most of them will actually be able to
Operateon an emergency basis with only 15-20% of the daXa processing
capabilities that they normally require Howel, an ADP manager
must determine before hand what comprises this 1 -20% of critical'
ADP opecation. The risk analysis should yield a:good 4indication
of which processes are critical.

The National Bureau of Standahls is publishing this approaC'h to

risk analysis in,a document entitled "Automatic Data Processing Risk
Assessment, "NBSIR 77-1228 (available as PB 265950 from the National
Tecihnieal Information Services, Springfield; Virginia 22161).

If
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Data Encryption
ana its Relationship to Physical

Security Planning.

..._,.

ert V. 'Jacobson

)Chemical Bank
New York, New York 10041

Data encryption is a powerful tool fof protect-
ing data against discovery by an uhagthorized person.
Howeverluse of'date encryption does'not automatically
solve all'security problems! The ADP security planner
must exam*e the attacker's peOeptiontof an encryp-
tion protected system if he is to select other security
measures wisely. , 4

Key ifords: Encryption, data security.

. *
+-

1. Introduction
-0,

.., o ...

,

Over the past decade, growing emphasis has been placed owsecurity
for automatic data processing (ADP) systems for three reasons. First,
ADP hardware and software are very costly. It'is not unusual to have
value"' densities of $1d00 to V3000 per square foot. Second, many organ-
izations now use computers to control daily operations. If the ADP
system ceases to operate for whatever reason, the organization may
suffer serious losses. Oonseauent19, security measures to protect
againit damage from fire, floods, sabotage and the like have become
increasingly' important. Third, it is now common to find AD systems
which control valuable assets, money, goods, services or proprietary
information. Most recently, we have seen great interest in protecting
personal information against improper disclosure. As a rssult it has

g become important to provide, effective controls over phykical access to
ADP twources to minimize the exposure to fraudulent tampering with
data, programs, hardware and do the theft of information.

The objective of the ADP security planner is to select an array,
of security measures with an attractive cbst/benefit ratio. That'is to
say that the cost of the security program is exceeded by the reduction
in expected losses which the security measures are expeCted to bring
about. He makeethis selection baked on the resplts of a risk analysis.,
He first forecasts.the.loss whiCh each of all possible risks can be

18
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expected to cause. (Of course, to make the process feasible, he will
aggregate similar risks into a finite number of risk types e.g. major
fire, minor fire, small fire, etc. and`he w I use simplifying assump-
tions judgemental predictions.) Next, he looks at the expected
los es, beginning with the largest one, and ooks for security measures
which can reduce the losses at a cost less than the reduction, so that
there will bea net gain to the organization. This/sort of analysis has
led to a general emphasis on physical security measures simply because
the cost/benefit ratios are more attractive than other more abstract
security measures. As a rule th s stems from uncertainly about the
effectiveness of the more abstr ct measures: However, once satisfactory
physical security measures hay been installed, the prudent ADP manager
will want to look at other measures like data encryption. .

'. When contemplating data encryption, there are two'key poi is that
one should keep in mind.' The first point is that data.encryptio only
accomplishes one thing it Makes the discovery of the encrypted infor-
mation by an Unauthorized person' more difficult and accidential`dis-
covery becomes extremely unlikely. It.is important to thedistinc-
tion between more difficult and impossible. Bearing in mind the
specific function performed by data encryption, it shbuld be obvious
that theadoption of data encryption as a security measure dbes noel .

eliminate the exposure to other computeriecurity;iisks.

The second point is that the management.of data encryption keys
will not somehow take care of itself. Explicit prOcedures, safeguards
and audits must be'adopted for the management of keys at thesame time
that data encryption devices are installed. Depending on circumstances 4

these costs may not be trivial. It is not uncommon to haar that an
access Control device for a door onaCosts.X-dollars. No mention it
ire Me of the costs to install and service the device, prepare An1 issue
,special T.D. Cards and train personnekin its use. Withoutdoubt the

sort of thinking can'apply to datSencryption. It seems likely
at the cost-of hardware to implement the NBS Encryption Algorithm

will drOp dramatically as a volume market develops. The price history
of four-functionpocket calculators during the period_1972-1975
provides an excellent model of a learning.curve tor large scale inte-
gration production.costs. Therefore, the security planner must guard
against the tenftition to equate the total cost of data encryption with -
the cost of the hardware.

( !Pit

Given these considerations, what specifically should the computer
.security planner do zegarding physical security as it relates to data
encryption?

f

2. The Crimi&l's Viewpoint 1

.

$ *Let us caulsider fo.f.a moment the problAm that'data encryption
pbses for the criminal as.he attempts to giin knowledge stored or
trapsmitiped 31 our computer system. And let's. begin by assuming that he
cannot extract encrypted data withoet a key. We will assume that analy-
tical.extraction of a key is economically infeasible and we will assume

-. 19 -.
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that trial and error extraction of a key is seen.by' the criminal to be s

more expensive than other, moil conventional modes of attack. Our
criminal Jas three choiEes. He can attack the vnencrypted parts of the
system, he can seek to Volpromisethe-encryption key liy bribery or
extortion or fiecan give up and go elsewhere. Of c6 rse, we hope he .. -4.

will give up-Siii7bear ilinind that he will do y if.it'is his
lowest cost °Orion. if the desired information is not available else-
where and the cost, of failure As greater than theost of success, we

j should assume that he will continue. hii,./effof.W* Hence, we should
,: 'first (consider not hoSe Valuable the" information is to, us or how ,great

our loss Would be 31 it were imprOperlx disclosed but rather what
teward the criminal gets for stealing:it an e else he might go to
9A11;the same information.

\
..oly

. ....

Crime prevention specialist's often:speak of crime displacement. If
we double the foot patrol in thn, ninth precinctwe can cut street
crime in half! But can we? Sadly, we find ttiaterime in the neighboring

. Q4pfecincts has increved almost prdPortionatel, t
1"to

.the decrease Ln fir
ninth precinct. Therefore, if our analysis o4 the criminal's percep-
tion of his reward -to- risk -ratio suggests theithe will not choose to go

.'elsewhere, we Should assume that we have;only displaced, not eliminated) ,
t .. t

the crime. If it appears that data encryption will only displace'the
0_ .

attack to some other part of the ADP system,-itwould seem as though.
,

data encryption were of no value. 4 . a .
2

.
Of course, thisis not the case. The objectiveOf the security

planner is t6 use each security dollar he spends to prevent as many .

loss dollars as possible. The way he reduces.crime losses is by making
the reward/risk ratio less attractive to a prospective criminal. Since

40 the operative reward/risk ratio ip the one which applies 0 the most
. . weakly defended part of the/system, strengthening that part of the

N.

system will, in fact, recce crime Aosses. _Tn the ideaLcase, all parts
of the, system would be perceived by the potential criminal as haVing the '

Same reward/risk ratio, . .

. . _
.

3. Analysis of a Typical Case
, , ;,

-, j'a\
-.( *

. Figu Gne ows a specific example of these oonsiderations. Assume
that the climinp iw ntsto see the transac ns performed by the oper-
ator at the remote terminal. He Its five4reas nable possibilities:
kl) subvert the remote terminal operatqr; (2) Otain the informatiod at
the remote terminal without tlo operator's knowledge from emanations,
ditcarded printout chidden camera, etc.; (3) tap the data circuit to.the.

44 terminal;,I4) subvert the console op rator and get from him a pririto,ut
of the transaction journal for the terminal; (5) obtain possession of
the transaction journal medium. (There are, of course, other more remote

',..

e"
*In this regard it is important to understand that generally speaking
tie rational criminal is motivated by his percepttoll.of the ratio of
his reward to his costs, risk of discovery and punishmIgSoeeut of
pocket expense, etc. regardless of the 'amount'ofthe victim's loss.

..
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Figure One: A representative data comMU4.cations'system
showing five points of attack.

possibilities but these five axe adequate to illustrate the point at
hand.) Eigure two shows ho* the criminal is likely to.evalvate. each of
these possibilities with and without data encryption'of the.data circuit
and the terminal transaction file. The evaluations plabed on each of the
'factors are the author's and the reader may not always agree but he will
probably agreewith.the overall conclusion. An attack on the data cir-.
cuit is by far the most attractive in most instances. The skillful
criminal with adequate resources can. arrange thek.tap so that, once it is
in place, there is no traceable link between the tap and the Criminal's
base of operations. As a result, the danger of discovermOndipunishment
is much reduced compared with attacks on other elements where he must
physically enter protected areas. He willget exactly the information
he wants and he will get it in real tpe which may be important in some

.cases.

4.' Physical SeCurityRequirements

41.

How will the,crimital respond if he finds the circuit protected by
the NBS Encryption algorithm?' Assuming the algorithm to be uneconomic
to crack, he only has two choicest get'the-key of attack elsewhere.
Figure two suggests that he wii.1 go after the terminal unless,he believes.
he can get the key itself.P,

The physical security requirements can now be seen to be these:

1.}.The protection of the remote..terminal against snooping must
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Real i manger of Probable Success Preference**
Target, a Time? iscovery No With D-E No D-E With D-E

1. Terminal
operator

yes

2. Terminal maybe

3. Data
circuit

1 4. Co/4)liter

operator

yes

no

5. Transaction no

, journal
file

high high high, r 4

fairly very
low 7 low

low high.

fairly
low

airly low
low

very
loW

2, 1

zero* 1 4

fairly 5 '3
low

zero* 3 5

* Assumes data circuit and journal file are encrypted and
keys are not compromised.

** Probable older of preference perceiVed by the potential
criminal, I being most preferred and least preferred.

. ,

D-E = data encryption ' , ..

$0 . .

Piga% TWO: Thi criminal's evaluation of alternate targets.
4

1.

I

1-1

be strong enough to deflect the criminal. The must be no easyay for
him to tap into the 4rminal where text is An the clear, to pick-up
electromagnetic or accoustic emanations from the terminal,_to get copies
of printout or...to place 4 Ty camera to observe the screen and yboard.
Obviously, he Fhould not be able to get the key from the terminal itself.

2.) Similar measurwmust be taken at any point in the computer
_ facility where the terminal transactions can be displayed or intercepted

''in clear-text.
. .

cink
. - -

. 3.) Methods used to-generate keys, carry them ito the terminal lod
to install them must 'be proof against .undetected cokromise. . "

.
,-,,

4.) Access to the computer and the temdirial mus)tikimited to the
a

least number of 'individuals and 'all such 4access must be a matter of

"a. record: $
,

.

- .:

L
The last point seems obvious but niaykhaveiniplications not imme-

diately apparent. Let us assume that we have installed highly secure data.
encryption and such effective physical seCurIty that there is no direct
way toet the desired information. At this point our criminal:, might very .

well seek to install his "tap" inside the computer. Rather than approach

22.
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.the terminal operator or computer room personnel, botH\obvious targets,
he might try a moire indirect route. Without revealing hls real objec-
tive, he might try to patch the computer's contra program to allow .him
to eavesdrqp on the remote terminal or the key geheration process. Wmw
do-.we stop this? Only by coluplete control over all changes to hardware,
system software and applications programs. Obviously change controls ,

are meaningless if they are not implemented with credible controls over
physical access to system resources.

5. Evaluating Data Encryption

A natural reaction at this p oint is to.question the value of data
encryption. It seems only to have forced a lot more security measures
on Os. Of course, tha$ is not the point. What we have done is to iden-
tify all the points at which the information is expoied to criminal
attack and tried to make all the points equally difficult to attack,
Failing that we will simply displace the crimeAom the weakest to the -

next weakest point, perhaps at little added cost to the criminal.

What we must do is to evaluate data encryption,as a security.
\ measure in terms of the kinds of lasses it can reduce and in comparison

with other measures which achieve. he same loss reductions: We recognize
that data encryption protects against losses resultiAg from unauthorized
disclosure Of information but nothing more and only protects at the
points where it is used.Consemently, we won't expect data-encryption
to solve any other security problems. We Can also see that where are
other ways to protect the data circuit and transaction journal in our
example. The journal, medium (tape reel or disk pack) could be removed
from the ADA hardWart by a two man team and kept in a safe with two
combinatiofi locks. Likewise, we cduld,use special pressurized coaxial
cable ftoi the data circuit which alarms if an attemptis made to but

.through the jacket. As a back-up, special electronici could measure the
characteristics of the data circuit and detect the slight electrical
changes caused by a tap. The reader probably.can imagine additional
measures. We can estimate the cost and probable effectiveness of each
of these potential measures.with some confidente.'

The reason we are interested in data encryption is that in st
cases it will be much cheaper than any other potential security measure.
Once, data encryption has been identified,as the most economical security
measure, we should consider the relative merits of hardware and software
implementations. Cost differences will depend on particular circumstances,
but hardware has A number of advantages. Fraudulent alteration of the
algorithm is much more difficult and when LSI .is used it will be sub-
stantially impossible. With well designed hardware, the key will
"evaporate" if power is turned off or the container is opened. In
extremely critical applications, thekcontainer can be equipped with
devices to sense tampering. nd signal key erasure. The security auditor

8 will certainly prefer these features since they are all auditafte.

This leads us to a final point. We chn never be s ure that our
defenses will work as expected .or that we have correctly anticipated
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how the potential criminal will attempt to attack our system. For both
reasons it is Important to have an effective audit program whip+ oper-
ates unpredictably in both time and space. Both the criminal and in- -

'house perssnnel who might be his targets shoulemet.able to predict
neither when a given function or area will next be'aUdited nohow the
exan3ination,,yill be conducted. The credible audit program will decrease
the criminal's assurance that he will not be caught And so further aid
,in detering the crime. This is particularly significant when the crim-
inal would, except for the audit prottram, predict a zero probability of
discovery. Thus, even though he knows'ithat an area key'to hii planned,
crime has never been audited, -if he, knows that it might be dudited
tomorrow he will think twice before going ahead.

In summary, data encryption' will provide a very high level of
A protection for data but other points at which the data are exposed
1 must have commensurate levels of protection if we-are to enjoy the full

benefits of data encryption. Security measures used during generation,
distribution and installation of encryption keys should be strong enough
to discourage attack. All security measures should be supported by a
high gualityaudit programwith an unpredictattle schedule and scope.
Finally; management must recognize thg need to analyze all security
needs in terms of both risk and loss exposures and to strive toward a
balanced, economically 'sound security prdgrIp..,

4
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Computer'Systems,Security
and the NBS-DES

(Be d Line Encryption) .

A
Clark Weissman

.System Development CorporWon
2500 Colorado Avenu4;,

Santa Monica, California 90406

'The-recent aption of the Data Encryption
N\ Standard (DES) by the National Bureau of

Standards has created significant interest
the area of cryptography.! There are

numerous considerations to be made when
'designing a cryptographic system. The NBS-

. DES must,be embodied in a lystem.employing
&automatic; down-line kemEnagement and
end-to-end encryption to be truly effective
in a computer network. This paper reviews
several issues in this area and suggests
solutions.,

Key. words: Cryptography, end-to-end
encryption, key management. -
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INTRODUCTION.'

EncryptiOn can do more than prolOot data in transit. It can
be employed to enhance the security of computer' systems as
well as to authenticate users, grant them access to system
resources, and dynamically enforce that authorized access.
The NBS-DES is an. excellent vehiclelfor achieving these ends
when used in a system-=wide-manner that-employ s_amtgnatic,_
down-line key management and end-to-end encryption.

System velopmen't Corporation is involl.red in developing these
hardwa e and software encryption techniques and practically

4*apblyi g them to improVe the computer security of Electronic
Funds Transfer Systems (EFTS) -In this paper I review the
security issyes and spg.gest scblutions.

*PROTECTION: A SYSTEMS PROBLEM ..w.

Secui4y is a "weak link" phenomenon with exposure arising
from high-valued assets leaking froma flawed information
system through the planned efforts of exploitative criminal

. interests.' The information system consists of entry/display, .

deliirery, and processing subsystems which depend on vulnerable ,,,

computers and software. Coggpermeasures must be balanced to '1

raise the rotection of "weak links" in a uniform'mann er by .

application of a system -wide plan.
.

.t

The plan elements shown in figure 1 are: (1) a protection
policy, reflected in the requirements for the system; (2)

..... omnipresent enforcement of>hat policy by the total hardware,
software, and people compdhents of the system; and (3) trust-
worthiness accreditation of the system at each stage.of its .

'lifecycle development.' Let us look,at each plan element in
tein. ,. . s

A.
. .

POLICY PROTECTION REQUIREMENTS

Protection policy requirements may be geared to counter
threats from different sources. Safety requirements counter
failure or accidental exposure of sensitive data. Counter-
measures are based upon using trusted Componentsf.cOmponent
redundancy, and trouble-detection and backup procedts.

... .

....... .4
Privacy requirements dejl with constr 'nts placed on author-
ized users Who disclose data inadvertI or by exceeding%
their authority. Countermeasures depend o increasing the
granularity and control of inform tion. If Users and data

i
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are explicitly identified and differentiated-in terms of data-
item sensitivity labeling. and levels of user authority, control,
van be imposed to limit access to the least amount of privilege
necessary to accomplish a job.. Also, the improved granularity
-can enable fine-grain transaction journaling and accounting for
authorizatibn checks.

Lastly, security requirements address the sophisticated planned
6. penetration attack, on the system to steal data or sabotage the

system. Figure 2 summarizes these threats and countermeasures.
Most noteworthy is that human intelligence can seek out or plant
system hardware or software flaws to achieve these security
.violations.

LIFECYCLE ACCREDITATION

Once the protection policy is Defined, the resulting requirements
.Must be satisfied t'y the enforcement system. .TruStworthy en-
forcement options increaseiwith the lead time available before
delivery the system, from future research, through; new system
developm n s, to operations On existing systems. Figure.3 1 t
summariz s\:-he state of he art: only' future systems show promise
of solving the securit oblem. However, privacy and safety '

requirements can be a re ed today with procedural and physical
,harriers, and with so new desiqn,retrofit.

-Ire future systeTs, the sedurity? licy must-be enforced by the '

total information system in the en ex/display, network delivery,
'and ,CPU processing subsystem elements. Since each of these
Voivelomputers -and software, they are all vulnerable to common
generic problems. However, the specific nature ofthe tasks
for the entry'-and delivery subsystems makes-the use of encryp-
tion quite attracti've.. Furthermore, the central, processing
subsystem plays the important support role of ensuring the
security, tntegrity ,of the other subsystems.

PROTECTION ENFO15MENT IN THE ENTRY/DISPLAY SUBSYSTEM

User and systemcauthentj.cation is the principal enforcement
function addressed by the entry/display subsystem. Threats
and counter measures are described below acceding to the in-

.

ocreasing virulence of the threat.

A 4.

Impersonating' someone Is the simpleit threat, effective on
sys -ems without mandatory ID checks. These-checksshould be
mad4,based-on a unique Personal' Identification Number (PIN)
manually entered on the terminal. It is best for the PIN to
be committee to memory and otherwise carefully protected,

.
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PROTECTION POLICY: SECURITY REQUIREMENT
t t

THREAT

1. ASSET THEFT, FALSIFICATION,,
SABOTAGE

2. FLAW FINDING

STRESS SYSTEM LIMITS,
. PROHIBITIONS'

PLAN TRAP DOOR, TROJANHORSE

MODIFY SYSTEM CODE

PROCESS TO PROCESS SIGNALING

3. FLAW EXPLOITATION

BY-PASS OR DISABLE CHECKS,
..)* AUDITS, RECORDING .

FALSIFY PARAMETERS

IMPERSONATION USER

PIGGYBACK DATA COPY

COMPONENT SUBSTITUTION

OPERATOR,UkR SPOOF

.

.,,

i

COUNTUIMEASURE,
1. SUBJECT AND OBJECT DEFINITION

2. PROCESS (SUBJECT) EN6APSIAATION
(SECURITY PERIMETER)

3. SUBJECT /OBJECT ACCESS RULES
(CONTROV.ED SHARING)

4. ACCESS CONTROL MECHANISM
(ACM) ,

5. SELF PROTECTION'. . ..
S

7-

IP

ACM ALWAYS INVOKED

ACM OBEYS POLICY

TRUSTWORTHY
: 4

Figure 2
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r since it is the basic security authenticator of a user's iden-
..1

tificationcredentials. The user's ID (not the PIN), s
Personal Account Number (p N), and the Cryptographic Check
Digits (CCD)--an encrypte form of the PIN ---can be written on
a plastic card which is eadabl6 by the terminal. Lost or
stolen credentials (cards) can be countered by positive ID

- authentication of the PIN against the CCD at the terminal, if
it has the "smarts" and the host processor -is offline, or
downstream at the host processing subsystem if it is online.
Ausaliary checks are necessary to protect against ak red or 4`

counterfeit credentials. These incluOp-secondary edentials,
e.g., credit cards and drivers' licenses; or onlin CCD/PIN
cheek at the host processor.

),

An unusual, but simple form of fraud involvesspoolfing a user
to surrender 'his PIN with"simulated system messages from .a
counterfeit system. The best protection apprcach is know-

' ledgeable, alert users who authenticate the system on the
other end of the dialog basedon a prearranged "handshake"
of randomly selected data from a user-exclusive data base.

Finally, the terminal itself may be stolen and counterfeited,
perilitting PIN capture and storage for later playback. Phys-
ical protection is necessary, ihcluding tamper and disconnect
detection afid alarm. Logical protection is possible na de-
sirable employing the NBS-DES. DES-keys can be automaTThally
erased upon terminal disconnect,and terminal ID's can be en-
crypted in transaction messages to thwart bogus message
originators. . s.

.' PROTECTION ENFORCEMENT IN THE DELIVERY SUBSYSTEM

Data expos.ure from theft of data in transit on the communica-
---tion-s-±i.ne-i-s-an-ol-dAhreat-solved--bylipe encryption. How-

ever,.the increased use of digital traffic h&s'led to new net-
work architectures using security7yula able store andlorward
switches, packet processors, communicate front ends, and
value-added network (VAN) processors. The old line-tap
threat is compounded by misrouting of mess ges.,,data leakage
and theft, or message modification'in thes intermediate com-
puters of the delivery subsystem. Furthermore, simple line
encryption is insufficient .protection as. cleartext 'flows
through these intermediate computers to permit them to perform
their routing and value-added taski. The solution is to
separate message text from control text, encrypting.the former
(from originator to destination) and having the latter in
cleartext within the delivery susystem computers. This con-'
cept of End-to-End Encryption (E ) counters the new network

31
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threats but requires new hardware and systems'technology to
perform the "smart" selective text processing.

A number of other threats can be addressed by NBS-DES and E
3

technology. Encrypted messages may be copied off the line
and altered or duplicated.for later playback. Proteption
measures include tull message text encryption with the text
containing -both message sequence numbers and redundancy codes.
The NBS-DES is cryptanalytically sound to resist code -
breaking threats. Thus, new threats will arise from opera-
tional and management employment of the NBS-DES and E3 tech-.
niques. For example; separately evolving networks will at
some future time need to exchange data. Incompatible encryp-
tion algorithms or key management schemes will restrict such
System interchange. The NBS-DES is fully reversible, and
all employment schemes'should maintain_that feature. Counter,
argumeits advocating irreversibility based on fear of key
loss and theftowhich can compromise' data, havdmeriti how- '

ever, those fears are best addressed'by frequent, automated
key change. .4 . .

. .

req en key changes (weekly, daily, or as needed) limit the
iftert ke' lite'for the thief, but only if such frequent key

ndl ng do not itself expose the keys. ,Frequent manual
y change is oth a security vulnerability and a high -cost

ey- managemen operation for any moderate sized network,
life and theft expo-
nagement based upon a

downline through
me, explored by ADC
the use of smart

trolledsby a Network
4 and described in

Less fr'equen key change increases key.
sure., The solution is 'automated key
secured hearty protocol for loading ke
the delivery subsystem iptelf. One sch
for the National Bureau of'Standards., i
Network Cryptographic Devices (NCDs) co
Security Center (NSC) asshown in figur
the following section.

THE NETWORK SECURITY CENTER.

The NSC is coRfiected to the network, like other hosts, via
a smart encryption an NCD.' The NSC maintains
a security access control data base consisting of users (sub-

.
jects) and network resources (objects), and the access autho-
rizations of each to the others: Durintoperation, a user
terminal or host calls the NSC (74a an omnipresent clear cfian-
nel and requests an authorized connection to another' resourde
4e:g., terminal or host). The-NSC consults its access data
base to validatethe authorization for the'cohnection. Since
the data base is on-line to the NSC, cautious and controlled
data base changes can permit revokable access'aufhorization.

) .
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The NSC establishes the connection, "logically" with positive":
action by distributing a."connection" key to,the'yCacof the
authorized and requesting parties. This procedure allows,se-
cure, Oynamic, cnikation and termination of authorized connec-
tions. It permits site mobility of personnel, since their
"clearances" are centrally stored and accessedLat the NSC.
It offers centrli rig-wide access auditing. lso, inter-
operability to other neta.is possible, with the NSC acting as
"gateway" to the other nets or to a' ether NSC. The NSClOp-
proach offers logically separate suBhets to share network
facilities and costs, thereby yielding imprOved'security at
competitive costs.

.- .

PROTEdTION_ENFORCEMENT,IN AIE PROUSSING SUBSYSTEMe,- , mix

Protecting the CPU and its software for shared use,is the
most difficult security problem. pumerots penetration studies

. and system t f ware audits, of sziar?ent commercial operating .

systems ha stablished without doubt their vulnerability
to intent 'o 1, intelligent attack. Hence, those conside 'ng
shared procestOr use among multiple applications must proc ed
cautiously. The bests current CounterMeasure is not to.shate,
but. to dedicate the system to a siiigle application within .

physical and personnel barrieTs. Adbther, less extreme
measure; but One with less security, As to prohibit concurrent
transaction-orientedapfolications use and software development
on the dame machine. TheA, the'only threat is from and be-
tween the application users who are constrained frorn..genera- ,

tang programs.t0 attack the system by,the language of the
transaction processor. It is, already established that the b

data management application system cannot give'better security
thadpthe operating syitem under which it operates, but it can * .

. provide finer control granularity of data objects.of interest.
Of particUlar interest, here, is the processing subsystem

.

support to the entry and delivery
fr
subsystems'security.

. W ..

PROCESSING SUBSYSTEKSEMITY SUPPORT FUNC4ONS
6

A user enters his yibman IP credentials at the terAinal. The
most secure authentication the ID is by the on-line host -

which checks the PIN against t CCD for the designated titer .

account. Offline ch.ecks aOother than the host expose the--/ -°
system to-organized fraud that counterfeits cards and PINs .

simultaneously. The'hoat prOcessgr is also necessary to
detect duplicate, missing, or altered messages by checking ,

message sequence' and redundancy -check numbers. Furthermore,
the host must see to it that trAnsactions are securely and

%
6
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Positively icknowledgecre course, the host must log all
transactions and process the log for human audit and analysis..
Finally, software source data And code stored off line must
be protected. from accidental, or from intentional, but never-,
'theless'unamtboriied,anodificakion. This requires good source.
data/code management and configuration tools, which are best

. satisfied for large systeMs by the host computer itself.

SUMMARY ,.
In figure Nye retOrn to our seeurityplan cornerstone, now.
complete with second-level detail. Threats to comOter system
security are'to the system assets by'exploitation of system

)Lj flaws. All security countermeasure strategies aim to re3uce
'1' the threats by eliminating assets' (e.g., data encryption),

eliminating exploiters (e.g., background investigations,
bonding), and/or repairing weakness (e.g.,, new design). New
designs are now possible with the NBS-DES;.NSC-, and NCD,
which employ the new techniques of DES %Ay distribution and
end-to-end encryption.
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Considerations.in Applying
an EncryptionDevice to a .

Communicatfons Network

Barrie Morgan
Datotek, Inc.

13740 Midway 4tokd
Dallas, Texas 75240

.This paper outlines thelbasic cons d-
erations which must be met'in applying a'
data encryption device to,a communications
network. Although the following informa-
tion appliea tolmost enciphering devices,
the DES algorithm does have several unique
features which merit special attention.

Key words: ,Cipher feedback; codebook f6 m;
. forbidden characters;

. 1. Introduction

The recent adoption of the Data Encryption Standard
(DEE),by the National Bureau of Standards has spurApdmany
potential users and suppliers of datg/epcxyption devices to
investigate the application of thirStandard. sAs previously
discovered by many engineers and cryptographers knowledgeable
in the area of secure Communications, there are numerous con
siderations to"evaluate when applying an enciphering Bice
to a communications network. These considerations apply not
only to the DES but to data encipherment in general. The
DES (basically a block cipher) preseAts several" unique prob-
lems wken.applied to a network which may or may, not be block
'oriented. .

).11.the parameterft'which must be'appraisedin securing
i communications network are too numerous to cover .n detail;
however, some of the more pronline parameterd are:'

Initialize ion

Suppression of, orbidden characters, in the cipher-
text .

Synchronization 41.4.0.

Error rate.apd.reco eery .

\,

k

4 43

.10



. Properties of a Block Cipher

The DES, as adopted, describes a mechanism by which 64
bite of input data are operated on by a complex iterative
algorithm to produce 64 bits of cipher. 4t11 the case of com-
puter file enciphering, it can be seen that this algorithm
works quite well. For example, assume one wished to encipher
a file consisting of 64-bit words as shown in figure 1. Each
word is pulled from the file, enciphered by the DES andre-
placed. Notice that each word of the file is a sepaAte.
entity and can be enciphered one at a time in-any order. The
fact that each file word is handled separately provides the
user with a great deal of flexibility. Enciphering calf ocdur
in sections. The enciphered file words can be rearranged,
and portions of the file can be deleted-with no effect, on, the
subsequent deciphering.

- .

,..
.

COMPUTERFILE

Figure 1.

WhenAlsed in this,, manner, 04 block c4.7)Rir requires no
special initialization or synchronization. Errors are un-
likely'in such a local process,'and forbidden characters
(illegal combinations of bittsrimally do not present a
problem in edata file. Th re, the block ciphering method
seems to be an ideal approach for'prftecting a computer, file.
The problems appear when the secure file is transmitted.

I. Coebiderations in SecureData Transmission

Let usi asstunt that theseroblem is not,merely to encipher
a sensitive file but to transmit it via a computer switch.
from location A to location B,and to protect it from unauthbrz
ized eavesdroppers during transmission. Normally the words
are.congatenated to form a serial bit stream which is then

4 39.
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;embedded in forMat required by the protocol of the switch-
ing computer., In figure 2, a-simplified diagram is shown
Utilizing a Key Generdtor (KG) in the conventional method of
enciphering such a bit stream. The data bit stream is pre-
sented to the modu 2 adder simultaneously with a pseudo-
raftdom bit stream ?roduced by the KG. Each data bit and key

#V.

COMMUNICATIONS
CHANNEL

Figure 2:

RECOVERED
DATA

bit produces a cipher bit which is transmitted via the com-
munications.channel. At the receiving device, the inverse

- process pccurs. The cipher 'stream is modblo-2 'added
with the identical key stream (identical to the key stream
used tp encipher .the data) and the original data is repro-
duced.

Next let us consider the format of the message shown in
figure 3. Prior'to transmitting the secure data file, a
header must be transmitted which instructs the computer
switch as to the proper routing of tlhe message. This part
of the message must remain clear (uhenciphered). An indica-
tor'deriotihq the beginning of the data file or the start-of-

.text (STX) is used by the KG to start the enciphering process.

r'N

HEADER
.

S
T
X

RANDOM
START

.

SECURE DATA
.

E
T
X

TRAILER
k

*

Figure 3.
0

To.synchronizethe two key generators cryptOgraphically,"
a %tarting point must be identified by,both the receiving and
the transmitting. devices. .This is usually.accomplished by
letting the transmitting device generate a random starting
point. This random start is transmitted to 'the receiving
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end to enable the two key generators to begii at the same
random looint. This provides additional security to the sys-
tem. The random starting point guarantees' that identical
messages enclphered with the same key variables always pro-
duce different cipher. This is particularly important if the
messages are highly formatted and are.similein content.

_ After the startingoint is established, the.KG's are
steppNd insynchronism as'some function of the data, orof
the modems. Finally, thefend-of-text (ETX) halts the enci-
pheri,ng process and allows the trailer of the message to be

/transmitted in the clear. .

From this,one example, most' of the basic problems of
adding encryption to a communications channel can re illus-

, trated. (The following summary applies to data encryption
in general and not to the DES specifically.)

3.1 Initialization

The header of the message must be clearfor proper com-
puter routirig and'the enciphering is initiated by theISTX
character. The random starting address completes the re-
quired initialization.of the KG's.

3.2 Forbidden Characters

Control characters normally are 'reserved for control of
the communications channel. Therefore, it is required that
tontrol'characters It;11 as STX, ETX, etc. be transmitted in
the clear. Converse , no control characters should appeat

the enciphered text. The occurrence of these dontrol ,

characters in the cipher could cause spurious and erratic'
<9operation of the channel and

-

the computer switch.

3.3 .Synchronization
4

Onte the key generators are stated, they must beincre-
mented or stepped under control of the data or by the modem
depending upon the type of transmission.' Normally, the data
start-bit is used tb steptthe.KG's in, asynchronous channels.
In synchronous cbannels,'Nthe modem clock provides the step-
ping signal. In either case, if a character or a bit is
dropped, duiing transmission DO that the KG's lose synchronism,
the remainder of the message will. be indecipherable. When '

this happens, the ETX will not be recognized by the receiving
device and the KG will not be switched off. Some recovery
procedure must be initiated to start the transmission again

3.4 Error Rate and Recovery.

A single bit error in thtcipher occurrinr4 during trans-
mission will ca e a single error in the deciphered data.
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HOiever, if a bit ks dropped (or added), causing the two,KG's
to get out of step, the rest of the message will be lost. It
is essential to activate a recovery procedure, usually a ttine7
out, then restart the transmission.

4., PES in Codebook Forst

Codebook form refers to the DES'ai publisiled in the*
Federal Register'in that a elLbit data word e' applied and a
64-bit cipher word is produced.. Whell operated in this fashion
the DES is sonewhat analogous to a. large look -up ttble or code
book. If the same 64-bit word is applied repeatedly to the
input,the same cipher is produced This will continue until

,the key variables are changed.
)

Most of the basic pro.b1 ms mentioned above remain when
the DES is used in the codeb ok form. Notide in figure 4
that the KG has been replace with the DkS algorithm. A
64-bit register has been added to accumulate the serial data
bits and presents them to the DES in parallel for enciphering.

It
DATA

COMMUNICATIONS
CHANNEL

RECOVERED
DATA .

Figure 4.

The requirement for initialization "still exists since
the header and the trailer must remain in theclear. However,
the random starting' address used by the conventional KG ap-
proach is not meaningful when using the DES because each
64-bit block is a separate entity. This is.one of the char
acteristics of the DES, which should be considered by the user.
The cipher produced is solely a function of the Up bits pre-

, sented ani does not depend on previous blocks. Messages which
are high*Cormatted such as Electronic Funds Transfer (EFT)
will produce the same cipher if the same input is applied.
This m4 produce 'recognizable cipher" ,tin certain portions of
the message which may not be acceptable from the security
viewpoint.

The forbidden character problem is still present and is
complicated by the fast hat the cipher being produced in

.blocks is not necessarily character oriented.
42
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Synchronization still remains critical. If a bit is
dropped during transmission, the remainder of the message
will-be lost since the receiver will be operating on the
"wrong.64-bit block. The same type of error rqcovery proce-
dures described above will be required. A single bit error
now.generates a64-bit burst error, because the Algorithm
operates on each 64 bits as a block. A single bit error in
the block produces a deciphered block which has little're- ,A
semblance to thi brig4;nal.

.

A final problem in applying the DES occurs when the
'message is not an even multiple of 64 bits in length. The
Ontroller must recognize this situation and provide enough
Till bits to complete the block.

5.. ,DES in Cipher Feedback Mode

Some of the shortcomings of the codebook,approach. can
be overcome by using the algorithm in an entirely different
configuration. Figure 5 illustrates the cipher feedback
mode of the DES. Here the DES is used (more or less) as a
key generator. The output of the DES is modulo-2 added to
the data to produce ciphertext. In this case, the key and
data 'axe added character serial /,bit parallel. The cipher-

- text produced is transmitted and at the same time loaded into
the input register which supplies the 64-bit input to the
DES. The previous contents of the input register are shifted'
eight bitsto the right prior to loading the new ciphertext
character. The DES now executes another Cycle and uses the p
first eight bits of the output to encipher the next eight.
bits of data. The other 56 ,its are discarded. This process
continues until the input register has been completely loaded
with ciphertext. Notice that the receiving device is con-
nected differently in that the ciphertext is fed directly
intg, the input register. As soon as the input registers in

INPUT
DATA

CIPHER CIPIIER

COMMUNICATIONS
CHANNEL

Figure 5.
43

Ad

I

RECOVERED
DATA

1

14,

al



.

-
, t

both the transmittingtapd the receiving devices have received
64 bits of ciphertekr, they will start producing identical
output. Enciphering continues in this manner on a character -
by- character basis. / ,-,

What advantage does this configSratIon offer? The most
obvious advantage.is that the two units are self-synchronizing.
All that is required for identidal output is identical content

. in the input register: Since the input register in each
device is being loaded with the.same ciphertext, the output,
of ch DES is the same. Should a bit be dropped during

tra :-
mission, the receiving unit will generate invalid output

unt!he input register has been properly filled. Therefore,
we see that the loss, of a lit doesnot cause the remainder of
the message to be lost, but.only a 64-bit burst' error gen- ..'°'
ekated. Unfortunately, the DES reacts to a singleibit error
in exactly the same manner. In other word F, each single bit,
error produces a 64-bit burst error. ThisNis refekred to as
the "error multiplier" or "error extension" ofothe.system. .'

4

To initialize the cipher feedback 'mode, the message must
be preceded with eight ,dummy (preferably random) fill (char-
acters. The message format using the cipher:feedback:mode
may appear as shownin figure 6. Again, the'clear header is
necessary tor computer switching, and the STX character can
.be used to start the,enciphering process/ The xandom fill
guarantees that the input register has sufficient data to
start generating valid key. These eight.fill'characters can

ignored or discarded by thee receiving deVide.

HEADER
S
T
X ,

RANDOM
F I LL

SECURE DATA
I

.

1I
X

..

TRAILER

Figure 6.

The forbidden' character problem is still.present, but
since the ciphertext is being generatedon a character-by-
character basis, additional circuitry can be included to
suppress unwanted cipher characters before transmission.

This configuraton offers the distinct advantage of
being self.:synchtollizing at the expense of loss in potential
.throughput. On high speed. circuits, the maximum throughput
of the DES may become more critical in cipher feedback mode.
Since each nciphering cycle of the DES produces only eight
bits of ciph instead of64 biti of Cipher as in the code-
book configur ion, higher speed is required to produce a
given data ra e.
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6. Conclusion

The DES algorithm approved- by the NBS 'significant
step toward standardizing the encryption of data transmitted
over communicationQhannels. However, the algiarifhm itself
is only one of the requirements needed to implement4a secure
data system. Although the Standard as adopted4dis readily
adaptable to enciphering file data, numerous variables and
options remain as to how,the.DES is to be applied to a
switched network. The cipher feedback mode does make the
DES more readily adaptable'tethe.telecommariications,environ-
ment. However; more standards Must be adoptedibefore!totally
compatible networks are ensured.
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The Management Of Encryption Keys

David J. Sykes
Honeywell Information Systems.l.nc.

1 P. O. Box 6000

Phoenix, AZ 85D05
4

i . .

. Ina syitie where the details of the encryption
algorithm ar publiclrknown, the .overall security of
the system "s heavily dependent on the security of the
keys. This paper discusses the various aspects of key
management such as key generation, key storage, key
distribution and key loading. Techniques to'perform
these functions are described with emphasIs on data
communications applications. Rather than recorend a
generalsolution to the key management pfroblem, nymerous

' factors are presents ld for consideration by the system
planner. The need or a trade-off between complexity
and practicality in a real world environment is stressed.

.

Key words: Encryption Keys; Key Distribution; Key
---Generationl Key Loading; Key Storage.

1. Introduction

'The NBS algorithm is based on a 64 bit key. The key cast exist
physically in the form' of manual switch'settings, a series of bitsphysically

in a memory, holes in a punthed card, or bits recorded on a
magnetic stripe' card like a credit card. Of the b4 biti,,8 are parity
bits and as such a determined by the other 5 bits. The number of
possible keys is 2" or approximately 7.2 X 1016. The strength of the
NBS algorithm is based on the large number of possible keys combined
With' a non-linear enciphering process. A goad key management system
must therefore make proper use of the Very-large number of keys
available.

4:.

Now that the NBS encryption algorithm his been adopted, and
several devices based on it are appearing in the marketplace, the
subject of key management becomes very important. If we assume the
.adversary knows all about the algorithm, its'implementation in your
system, your openating procedures, the.knojedge of the keys is the
only critical thing he does not have. has been accepted that the
determination.of the key by trial an'd er s not economically

1
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feas and consequently the criminal must resort to methods of
dire tly obtaining the key. This paper addresses the methods of safe-
guar ing the keys during their generation, storage, distribution,
lo ing and hanOlitng.

,2. General Principles

4

There are no standard methods. for implementingrkey management.
Each organization must plan and implement its own system based on the
particular risks and consequences of a key being discovered and used 4,, -
by an unauthorized person. It should be assumed that there is col-
lusion between a person inside the .organization` and a person on the,-
outside.

i %A quantitative assessment should be made and aAcey management/
scheme tailored accordingly. In particular, the differences should
be recognized between' a ,conrnunications application where the key can`

be changetl frequenily, and a media encryption scheme where the kdys
need secure stovVge during the va}uable life of the data.

-\. _......-I r
Whereas the encryption alprithm and its---firtifementation details

will be pubiidly available, all aspects ofjkey management should be
kept "secret" within the organization. Only the.minimum number of
trusted,,employees s,nauld be involved in key management. A well-thought

t plan should be thode, and tight discipline enforced. A key manage-
nt scheme,Which is loosely handled will producit chaos and could re-

sult in a reduction in security. A trade-off should therefore
be made between addition l'complexity and the need for smooth day to

.
day operation. - . .

0

3. Key Generation , r

.

Keys *themselves .should be unftedictIble and changed as frequently

as necessary (based on risk assessment). It may be better to. change
them at unpredictable times. It makes the criminal's job easier if he
knows keys are changed at the sametime on the same day each week.

Any temptation to relate ON.s to Other entities such as Names,
dates, I.O. numbers) should be avoided. Neither shoulki keys be

chosen so as to form an easily memorized sequence of characters. This,
would limit the number of usabletkeys to a quantity far less thafr the
maximum. The keys should be generated so as to be, in-

dependent

n-

dependent and uniformly distributed over the range 0 to 256 i.e., there
should be an equal probability of any key being generated as shown in
figure 1. Computer 'programs which always generate the same sequence of
random numbers obviously 5hould not ye used. Instead, programs using .

variable seed obtained from an external source provide a much superior .

method. Note that the key generation must be done on a 5§,dbit basis )

and 8 Varity bits added subsequently because a 64 bit random number
would be rejected by inany encryption devices if the key parity .cirteck

failed. Figure 2 shows a simple scheme for generating keys. A
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hardware counter running at several'hundred kHz and in no way syn-
chronized to the processor is read by a random number subroutine.. The
counter contents at the time of reading are used as .the seed fbr the
random number. generation. Since the time- at which the subroutine is
called is random relative to the counter, the 'seed is totally unpre-
dictable. In maw systems the time of day clock ean.be used as the
source of a seed.

Ratdom number generation is a"subject in itself. Referenak Cl] -

gives a good overview of the topic and also discusses methods' .test-
.in9 the randomness. This refeence also contains an extensive set of
fUrther references. .1

Needless to say, the key generation program must itself be,care-
fully scrutinized to ensure there ire no inputs or outputs other-Ulan--
the intended ones. Also, the key generation program must be run under
strict supervision and memory used during the key generation process
should be erased after use.

4. Key Storage

Once keys have been generated they should be stored in a proteqed
area of memory until Use. 'They should not be printed out unless
aOsolutely necessary: The time, keys,are in storage should be. minimized
by generating them as late as possible. If long term ttorase is un-
avoidable (as in the case of file encryption applications) the keys
themselves-should lie encrypted with another "master" key. This latter
key should not be resident in any part of the system.

5. -Key Loading

Th kNe

, . .

e., ate four basic method by which a key can be loaded into the .0
encryption vice. Not all ale available in the marketplace, they only
indicate pgsibilities.

5.1 Manual Switches

r.) Most of the first.available products wi)l use this aPproich. 16.

helcadecimal switches can determine 64 biti. Since this,16:hex digit
number will be difficult to remember, it must be written down on paper
which must be properly safeguarded. The devices shqald be locked up
out of sight within a secure area.

. 5.2 'Plug-in Modules

onlyA small module tontaiming read only memory can be used to convey
the key to the encryption device. Once the, ROM's have been programmed
under strict Security Controls, the module can be handled' and the key
loided into the device without anybody knowing the actual key.
Furthermore, compared to a deOce with manual setting, changing the
key is made much morVifficult for the criminal.
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'5,3 Magnetic 6ti-ipe

.9/This method is less expensive tha the ROM above and still has
the advantage that the key is not vi bqe to the person handling it.
The magnetic stripe reader may be built into a terminal device or can --
be in the form of a separate portable device only accessible to persons
atithorizeli to handle the key.

5.4 Elqtrical Interface
.It.1f the device is physically adjacent to (or built into) a com-

munications processor, the key can be loaded via an electrical con-
nection ,to the processor I /O. Thienables the keys ,to be transfer-
red prom tables in memor to the device without human handling.

An ex nsion to this method is the transmission of the key down aat31
coninunit ion line to a remate encrypti,on device. Obviously special
precautions spave to be taken in this mode.

5. Key Distribution
..

There are only three basic ways of distributing keys:

6%1 Registered mail with its attendant risks.

6.2 Coarier, which for a price, can be as secure as desired.

Dowp 1 i e load 'which is very dangerous unless the new key is
encrypted with a special key which is never transmitted over
the line. Encryption of the new key solely by the Curren] key
is not recommended for obvious reasons.

I -

One way not to transmit keys is verbally over the telephone: One I.

may become so preoctupied with the security of the data link that a de'
little Carelessness when talking on the telephone could easily give
away the key.

7. Link Encryption

encryption is probably the method most users will elect to
use in their first encryption applications. This is because it will
be the method which has the Minimum impact on hardware and software
in existing systems. Keys will be set manually in most cases, and
the rules men Toned earlier must be yserved.

If dedicated lines are used, which is the preferred way, tere
should be a different key for each link, and possibly a differe t key
for each direction-of traffic on the same lcnk.

If dialup lines are necessary because of a 'high ratio of termi-'
nals to ports on the communications processor,then each terminal
should have its oval key. Figure 3 illustrates a subset of such a system.
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The keys Kl through K4 have been,previouslyAnserted in the
terminal encryption. devices, and a table mapping I.D. and keys is.
stored at the central site. A terminal first identifies itself in the
clear, and this enables the network processor to set the appropriate
key into the device associated with the port-to which th -up con-
nection is made. When the call is completed, the key is e sed from
'the device at the central site. .

h

.

8. User OrieMed Keyi\->
.

.

.

. 4
In some cases it may be beneficial to have useroriented keys,'

instead of, or in addition to,.dev,ice or link*oriented'keys. With
this approach, each user has his own key. He may or may notAnow
the actual key depending onsthe form of handling. . .

. .,

, In a,EFTS application the key can be in the form of a Personal
I.D. number (PIN) which A used to encrypt the Personal ACcopnt 1

Number (PAN). The resulOing encrypted PAN is then further encrypted
by using a device oriented key. If the PIN has to be entered via a
keyboard, the user must know the PIN.

Another scenario .for user ori-efi(ed keys is whg a high level of
security is required. Each user has a key on a magnetic card, and
the card is surrendered to the guard as the user leaves the secure
area where the terminals ih located. TheTtier does not know the key
nor does he know when it has beenchanged. To gain access to the
system, he first' identifies hithself in the clear and then after in-
sertion of his key, switches tO encrypted mode. He then enters his.
own password, date and time of day which acv encrypted and trans-

. mitted to the central site. He is only permitted to continue his
dialog if4the passillYd decrypted by the key assigned to him checks
with the password on file. The time and dateis als checked to
guard against the possibility cif a orded message eing played back
into the 'system at a later time via a tive wiretap

9. Composite Keys
. .

In cases where very special precautions have to be taken, the
.concept of composite keys can be employed. The actual key used is
derfved.from mne or more keys by some simple process such as modulo 2 4.

addition. The encryption equipment must be designed so as to perform- .

this operation prior td loading of Abe actual key into the encryption
chip. The individual keys can be handled by sepirate persons or one
key tan be user oriented and the other device oriented. Eaa Key must
be the full length. Giving half the key_to one person and half to
apother wRuld drastidally reduce the securiV level since the ratio

2
56 to 24° is the same as the ratio of 1000 yeirs to 10 minutes.
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10. Summary )

'
\

' f ,

Key management schemes must be tailored to the needs of the
individual organization. One can conceive of "ultimate° solutions
using endto end encryption with key generation and loading performed
automatically by a computer assigned to the task. It will be several

-years before such schemes can be considered a reality, and in the mean-
time weWill have to use more down to earth approached.., Human beings
will be heavily involved fn key management, and as id. ail, security
situation, careful,steps must be taken to ensure their integrity.

In practice it will be necessary to sacrifice extra complexity
fo the sake of smooth operation. In.addition to careful planning,
t eif, chosen syftedi should,be thoroughly tested and particular atten-
ti n paid to what would happen in abnormal situations such as loss
of a key or recovery from a system crash.

All poSiible eventualities shpuld be considered and a compre-
hensive set of rules established. A tight discipline must.then be

.

enforced:

0

A final' reminder, if the key management scheme is.not designed
properly or adequately enforced, ..the result could not only be
disastrous from a security viewpoint but the viability of the entire
system. May be jeopardized:

L-
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Design and Specification //
of CryptqlgAphic Capabilities/

Interbank Card Association*
Carl t. Campbell, (Consultant)

809 Malin d, Newtown re, Pa.., 19073

;Cryptography can be used to provlide
data secrecy, data autherbeication, and
originator authenticatiod. Non-reversible
transformation techniques provide only the
last. Cryptographic c digits Provide
both data and origins or authentication,
but no secrecy. Da secrecy, with or
without data authen ion, is provided
by block 'encryption or daa stream encryp-
tion techniques. Total systems security
may bdprovided on a link,by-link, node-
byrnode, or end-to-end basis, depending
upon the nature of the application.

- Key words: Cryptography; data security;
encryption.

V

1. Introduction

Op,to the present, cryptography has been a relatively
unknown science,. used primarily to secure sensitive govern-
mental communications. NoweverVith the introduction bf the
Data Encryption Standard (DES)' we expect- to see cryptography
widely pplis10:in. data processing,systems, especially in
digital communications, to provide data security. It ,is

this essential that the designets1of these systems gain an
deritanding 01' this new technol6gy.

. t Uses, of Cryptographi'
.

Cryptography can be used to p,Oide three ,aspects of
data security:

(1) Data secrecy.

(2).. Dtligauthentic.ation.

lr
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(3 Originatar authenticafion.

The-first-useof cryptography, data secrecy, is tela-
tiv ly well understood, am) wiii-be-WW-importaht use in an
EDP nvironment.

Data authentication and originator authenticatidn, are'
less understood, but will bp,veAr important uses of cryp-
tography in the future. To understand data authentication,
assurilp that "A'' 'is transmitting data to "B." "B" wants
assurance that the data it is receiving is precisely the
data which "A"' transvitted. Though conventional error con-
trol techniques can protect against commugicatiohs errors,
"B9 is concerqed that'someone with a sophisticated "active
wiretapping"papability may have deliberately modified the
data ftom "A," and-thade the appropriate modificationt in
any associated-error-control fields. Cryptographicalli-
-implemented dateauthentication provides assurance that the
data was received as'originated.

,- Originator authentication is similar to data authenti-
cation. This time "B" requires assurance that it is receiv-
ing data from the "real 'A's and not from an impostor who
may have assumed "A's" identity. Again, cryptography can
provide the solution.

4There 46 an almost unliiited number of ways in wtlic
.

tccryp graphy can be applied. Some' applications meet only
one o to of the above objectives, and .some meet them all.

.

3. Originator Authentication

A-simple use of cryptography meets only'the'third objecr
tive, originator authentication. In this approach, figure 1,
,each authorized user of a system is given a secret "authori-
zation code." Each terminal incorporates,a cryptographic
capability into which he enters this code. The code is "non-
reversibly' transformed"'into another code. This means that,
given the transformed code, 4here is no way to datermine the
actual code except fOF an exhaustive "trial and error" proce-
dure, which is presuthed to be non-feasible if the original
code is quite long (approximateJ,y 56 .bits) and reasonably,
random The system's central processor stores, in a manner .

which may bp non-seeure, each user's transformed code. A
simple compakison is thus %ufficient to 'authenticate the
user.

Note that this-approach does not -require a unique tef-
minal key, so imposes no."key ifianagemenedrequirements. Note
'also that it does not require aay on-lipe,cfyptographib capa-
bility at the central facility.
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4. Data Authentication

A very useful cryptographic technique, cryptographic
check digits, provides data authentication and can provide
origfnator'authentication, bUt provides no data ,secrecy.
Cryptographic check digits may be likend to parity check
'digits or to a cycl!c.xgaundancy 'check in that a check field
is added to the mes ge by the originator and verified by
the recipient. However,/unlike a conventional error-control
check field, the cryptographic check dVgit field is genera-
ted by a cryptographic algorithm and utilizes a secret key
known (desirably) by.originator and recipient, alone. Thus
the field protects not only against. accidental garbles, but
also against deliberate attempts to modify the transmitted
data, Without knowing the secret key, the one attempting
such data modification would be unable to make the appropri-
ate changes in the cryptographic check digits field whiCh
would be required for his modification to escape detection.

Note that originator authentication is provided if'the
recipient is certain that only the authorized originator
posesses the secret key:

DES may be usedto generate cryptographic check' digits,
as for example, is illustrated in figure 2. Each group of
64 message bits is passed through the algorithm after beivig
.combined with the output of the previous pass'. The final
DES output is thus residue which is a cryptographic func-
tion of the entire tssage. All or part of this residue may
be used as the cryptogiaphic check digits.

Cryptographic check digits alone cannot detedt the
fraudulent replay of a previously valid message, nor the de-
letion of a message. To protect against these threats, each
transmission of a message must be made unique.. One technique
is to insert a cryptographically-protected sequence number
into the messag Another is .to use a different key for each
message.

5. Data Secrecy

,Secrecy of transmitted data may be provided by a number
of techniques, some providing data authentication and some
not. All of the suggested techniques utilize a secret key,,
and so provide originator authentication if this key is prop-
erly controlled. '

.5.1' Block Encryption

The Data Encryption Standard is inherently a block enr
quption algorithm, regdiring blocks of precisely.64 bits.
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Given a plain -text bloCi of 64 bits, a secret.keyo and the I
"encrypt" command, the DES algorithm produces 64 cipher bits.
Given these 64 cipher bits, the same key! and the "decrypt".
command, the algorithm produces the original 64 plain -text
bits. Thus, as long as the block -size is exactly 64 bits,.
block encryption with DES is extremely simple. 4

-.* .

Short blocks. If the block Size isless thach 64 bits,
these bits must be "padded" (with any fixed orvariahle ,

pattern) to make 64 bits ifhe algorithm is to be used in
its normal block-encryppion.mann'er. All 64" of the resulting
cipher bits must be transmitted to the recipient evert though
only 20 bits of underlying information are present. ,The
recipient block-decrypts these' 64 bits, resulting in 64
plain-text bits. All but 20 of theie must be discaraaa,,
leaving the 20 original information bits. . , -

The useof DES for a block size of less than 64 bits'
is thus somewhat inefficient, in that the full 64 bits mtot
still be transmitted. Different techniques for using DES
are possible, which overcome this disadvantage, butZhey
introduce other disadvantages. ,

.,-

Multi - blocks. Where the block to be encrypted is long,
it-cAnbe boroken up into groups Hof 64 bit blocks1 and each
such block encrypted independently. This simple approach -
provides secrecy, but it does not provide a high degree of
data authentication. For example, assume two block-encrypted
messages, one reading: "PAY TO J.- JONES $9,000.00" and the
second: "PAY TO S. SMITH $1,000.00." If the "$9,000.60"
and the "$1,000.00" should each fall precisely within a
block, it would be possible to replace the cipher block. for
"$1,000.00" with that for "$9,000.00" so that when the recip-
ient decrypts the second message it reads: "PAY TO S. SMITH
$9,000.00."

This process, by which dipr is manipulated, is called
"spoofing." Note that the "sporfer",knows Corresponding -

cipher and plain text., but does not know the 'secret .key. .

His objective is to intercept, modify ape then retransmit
the-cipher, all in such a manner that his deceptiori is not".,
`detected.

Encryption techniques can be devised which prevent
:spoofing," but in order \ko do sd Wis necessary to intro-
duce.something called "garble extension." This means that
if any,portion of the cipher becomes ,garbled ti.e. chaveq) -
the -decryption by the. recipient of .a certain amount of
sequent.cipher'is also garbled.

-
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Figure 3 illustrates one method by whic garble exten-
sion, and'hence spoofing prevention, can be incorporated
into a block encryption system. The "E" boxes perform block
encryption, and the "D" boxes block decryption. The "+"
function indicates exclusive-or. The approach of figure 3
provides "infinite" garhle extension. That is, any change
to the cipher garbles the decryption of all subsequent cipher.
Infinite garble extension has the features that the origina-
tor cab place in the final block a pattern expected by the
recipient. If the recipient finds the expected pattern at
04 end of the Message, he is assured that the entire mes-
sage, regardless of length, was received. precisely as
originated.

0
5.2 Data-Stream .Encryption

The term "data-stream" refers to the serial flow (seri-
al by bit,'by charadter, ajany of er increment) of data,,is

.over a communications line' ".Data Cream encryption" reT ers
to the encryption of such data in-re 1-time, for subsequent
"data-stream 4earyptiota," also in real-time. It-is possible
to use block encryption fof data-stream encryption, but this
is not desirable, In DES block encryption-, ,the first bit
.cannot be encrypted untilthe 64th bit has been received, so
that a block-encryption technique in a date-stream environ-'
ment inherently imposes a delay of.64 bit times. Block de-
cryption imposes an equal delay. Thus; communications
delays would be unacceptably increasedwhere block techniques
are to be used.

`Fortunately, DES can be applied to a data-stream
environment so as to minimally impact communications delays.
Two such techniques are "internal feedback" and "ciphe
feedback."

Internal Feedback. The;internal-feedback approach to
data-stream encryption uses DES to generate a stream of
pseudo-random "encrypting bits." These bits, are exclusive-
ored with the plain-extbits to form the cipher bits, as
illustrated in figure 4. TheAecryption process operates
the same way, with the exact,adMe pseudo- random stream of
"encrypting bits" being genetated. Exclusive-oring these
bits with the cipher bits then produces the original plain
text bits. .4

icuse DES in this manner: any number of. the 64 output
(i.e. cipher)!bits may be used. For simplicity of explana-
tion, it is assumed that only 1 bit is used, and the other
63 discarded.' The, selected bit isi61)only used to encrypt
the plain-text data, but is also f d back as the input to .

DES, and another algorithm cyCle nitiated. Theft, one
' algorithm cycle is,,reqUired per "encrypting bit:"'

60 1/4.
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To ensure that the decryption process generates the
same pseudo-random "encrypting bits"'as does the encryption
process, the DES input registers of the two devices must
commence operation with the'same "initial fill." The pro-
cess by which this is accomplished is called "crypto syn-
chronization."

Cipher feedback. This approach to data-stream encryp-
tion is very similar to the internal feedback approach, the
difference being that cipher bits, rather than encrypting
bits," are used as the DT.S inpuE. -Dote that this approach, '

Figure 5, if used in a one bit feedback mode, is "self syn-
chronizing" bedause after 64 bit times' the input reg,
i &er of the decryption device will contain the same data as
does the input register of the encryption device. Note also
that the approach provides garble extension, thus providing
anti-spoofing protection.

6. System philosophies

There are three basic approaches to incorporating en-
cryption into a communications system: link-by-link", node-
by-noderKand end-to-end encryption.

Link-by-link encryption, figure 6, is the technique most
ccmmonly used today. It may be implemented in a transparent
manner'with currently availablecdevices, which are placed in
series with the circuit.betweem data terminal equipment and
data communications equipment. This approach has thedisad-.
vantage that it allowp all traffic to pass through the CPU of
any' node in plain7text.

Nbde-by:node.encryption, figure 7, is a modified version
of link-by-link encryption to overcome this cUsadvantage.
Each link uses a unique key, but the "translatDon" from one
key-to the next occurs Oithin a single "security module"
which might serve as a peripheral device to the node's CPU
In this way plain-text data does not traverse the node, but
exists only. within this physically secure module.. Note that
enough inessage data must remain.encrypted so thatthe node's
CPU can properly route the message.

End-to-end encryption, figure 8, requires a "Key Control-.
Center," located somewhere within the communication system.
Each end-point in the system holds a unique "long- term" key,
and this .center alone holds a copy of, each such key. When -

one end point wishes to communicate to another, a request to
this effect is sent to the Key Caritrol Center. This cenkei
then generates a temporty "per conversstionv key, encrypts,
this in the long-term key of originator d also in lopTrterm

I
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key of the recipient, and sends, the appr priate Version AO
each; The originator decrypts thit jpst eceived encrypted
temporary key using its long-term key, t4 recipient does
likewise with its long-term key, and the .wo parties then
converse with end-to-end encryption using this temporary key.

.

.....
.

7. Procurement Considerations'

For retrofitting an existing systm link-by-link
encryption utilizing. transparent,link4bncryption deirices is
a reasonable approach: .DES feedbaclvii a desirable choice
for these devices.

For anew system4 in which cryptography can be "designed
in" rather than "added on," block-encryption techniques
should be conidered because of theirmore efficient use of

c

the 'aXgorithm, and their absepce of initial synchronization
-requirements.' For a transaction oriented systerff, in which
messages are very short and routed to varying destinations,
the node-by -ne approach appears'preferablebecause it does .

not impose any'
gd

per-conversation overhead-for-kelkAlsfribution."
'However for a "session""Orientid environmenE144;whiDa c ver-
sations may be relatively long, end-to-end ent flop a ears=

...
to be the obvious choice. .

References:

a- 7 . . ......... '. .
I. i....1, . ._'.-

. . .,.. -... f 4 4 ,` .. .: , VA

.k. : ... : .. in .,..,i . ....ft.. ...:...' ..........*; '", 4 . ... a.
::2...- - ...,
.7.;...:.

bBrnnstad,'Dennis K., UncriTiVion likbfPtIon in-4Computer Da Communications Szsfercis," 'Fourth /--

OEta Communications Sytop4 ium,12, !45'ect'eahata, -n..October 7-9, 1975. -
- -,-;_.

f , , . ......,,..---,--Ia .,
2. Kent, Stephen T.,*1.Enciyption-H040iptorion

Protocols for InteraCtiVkgai*,.e0111P4V5- _ .

A, CommuniCafions,"-Tech4C4WROgatiVa- .

tort' for Computer -,

stitute of Technology, Mait,4W:-

3. Sykes, David,J., ',.Protecting'Data by-tii0Zypt-io ,

Datamation Magazine, August, 1976. ..

-

i

elt
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o-- )

1. Introduction

V

9

0 4 I would like to present' an approach-for implementing the DES in .a
bit-slice, multi-device, large scale integrated techpology. This approach
is based on our estimate ir the user's need for a high-speed implementa-
tion of the DES for secur data communications. We feel that,a high-\_
speed hardware implementation can be widely used jd. many ADP security
applications. The existence of a standard it this area potentially.
allows'us to reach this goal. )

...

.

. .

2. Bit-Slice Implementation

We have .attempted to design a.set of chips which 'can be used in

hgh-speed, 'cost effettive application& in.various environments haiing
a wide ran4e of temperatures. For this we have chosen to use the .13L
JIsoplanar Integrated-Injection 1.6gc) technology.

It, was quite easy to draw a block-diagram of the DES. NBS did all

of the Work for us. After,analyztng the requirements of the DES in a
single chip, we felt that the chili would be far too large and .expensive.

In large scale integrated technology, the smaller the chip, the hi'g'her
the yield, and hence the cheaper the cost. By analyzing the algorithm,
we discovered that we:could partition it into .four parts. Each part
could be implemented in one chip. and all four chip's would be almast
identical..

After analyzing bothAthe initial and final permutations of the DES,
it Warne obvious' that, it would be simple to partition the DES in this
way. The 64 bits of data are entered in eight 8-bit bytes, For each
byte of data, device 1 wOuld receive bits 1 and 2, device 2,would re-
ceive big 3 and 4, device 3 would receive bits 5 and 6, and finally .

device 4 would receive bits 7 and 8. Eight bytes would be presented
to the four devites in this, manner until all 64 bits have been entered.

1. 67
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In the block diagram of the DE51 the next major operation is to,
expand the tight hand 32 bits to 48 bits. The Dext major operation
the XOR function of 48 bits of, the.key with the expanded right hand half.
Each of the four. devices will contain two sp4titution (5) tables. De-
vice 1 will contain tables 1 and 2, device 2 will contain tables 3 and
4, etc. ;The four device,s must be connected.in six!) a way that they
receive the necessary bite from the neighboring deyiEes at the proper..
time to make the algorithm work. As far as the key is concerned, I am
going to di ide the/key into 4-bit slices similar to the 2-bit slices
used for th data. In order to do this efficiently in the four chip ap-
proach, I m st maintain duplicate copies of the key across the four de-r,

. vices. In a alyzing the,DES, especially im the permutation of the key
(PCL1 and PC ), it is obvious that thd C register must be in devices. 1
and 2 and the register must be indev)ces.3 and 4. The trick will be
to input the ke in 4-bit slices and to keep two copies. To control the
devices, I propose two control lines: . I am punning lo use a micro-
'processor, to control the four devices via the two control 14nes.'

4 <
.

3. The 4-Chip DES.

'In summary, we are going to use four of these ievices, where each
'device consists of two 8-bit shift registers for the .data, four 8-bit
shift tegqters for the key and two 64 X 4 ROM's for S tables.
Each device will have a parity check facility for the key and other
required:cdntrol logic. The four devices will work in paralleT
from as single clock. Our estimate of the speed ii that it could be
'clocked at 5 megahertz. The .two cobtroltlines that Lmentioned.would,
implement four control functions.. The first is lo(ad key,, the second
is load data, the third instruction is to encrypt and the fourtt is'
to decrypt data.

The device 014 check Wity of the key as it is entered aqd set
a flap for the,microprocessor control if the parityis incorrect It

will not, However, prevent 'operating with a "bad" key. It takes eight ;

clock pulies to load the' key and tight more clock pulses to load the %
data. Then the devices require sixteen more clock pulses t¢` either
encrypt or decrypt the data, and eight additional clock cycles to unload
the devices. However, the next eight bytes can be loaded,at the same
time that the unloaAing is .taking place. Therefore7757twenty-four
cycles are Used,for. a complete 'operation of the DES unit. With a clock
operating tt 5 megahertz, this giltes an effective throughput :if )3 .

million bits,per second, or in other words, each 64-bit block
5 micro-seconds to encrypt or decrypt. .

Our company is planning to build these 131 devices arid
*
Iket them

in various forms to our customers.
I.
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' 1. Introduction
"

. .

This.aftecnoon'I plan to
.

discuss the Federal 'Reserve mmuniCations
Systems some of our concerns for security, and the type o operations
that .the oommuntcattons system supports. The Federal Reserve System, ,

was created OS, an act of Congress 1n 1913. Its,job was Ao\insure an
orderly economic growth, supervise, and regulate banks0.act as a fis-'
cal agent for the United States Treasury, and provide for an improved
'collection system. The United Stateis divided into twelve Federal.
Reserve regions and there is'a Federal Reserve bank in each of the
'regions,. Each bank is an independent corporation. The overall guidance,-
for the Federal Reserve system comes.from its Board of 'Governors located
in Washington, D. C., However, each of the banks.is responsible fon its
own Operption. -

. .

a FEDWIRE Communications System .

With this introduction, Fwbuld lik(to talk about the communica-
tions system between these banks frequently referred to as the FEDWIRE.
This system is used to transfer balanc s between Federal Reserve member
banks throughout the country. There A manual, system 4ftfore FEDWIRE
was installed consisting of couriers w 'ch transferred money among the '

member banks, and as a result was vulnerable to those hazirds and .

threats affecting physical transportation. The FEDWIREwas developed
to eliminate'charges for transferof funds iMposed by the coprter sys-

. tem and to make the transfer of funds much faster. .

. . 0.

... The t4EQWIRE consisfs of. a central communications site at

1Cuipeper, Virginia andcbmmuniCation lines to each of the Federal .
Reserve Banks. Similaily, each Federal Reserve Bank is linked to its
member banks within its own region ordistrict. FEDWIRE became opera
tional in late 1979. At that time each Federal Reserve bankrwas

'1
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cQnn cted,to'Culpeper by teletype circuit Subsequently, 'magnetic
tap ,transfer capabilities were added to t e twelve main communication

41in
.

The sys tem was next upgraded by replacing the teletype circuits
with computer communications switches. Each district was allowed to.de-
sign, select aildimplement its own computer system but was required to
meet standard interface criteria, Some of these standards in turn have
been adopted for use within each district for_interconnection to member
banks.

Currently, the FEDWIRE system averages over 50,000 transfeti per
day, carrying well in ekcess of one-hundred billion dollars. .This is .

equivalent to transferring the Gross National Product every 15-18 days'.
or transferring the National Budget every five days. . -

The federal Reserve System has been fulfilling its role as fiscal.
agent by transferring Government securities for some time. The opera-
tion has evolved as a natural extension of FEDWIRE services to transfer
the securities on a timelybasis This systewhas helped to eliminate
much manual handling Of Federal paper securities and in making this .

system much more efficidkt.. Presently, about 83% of the National Debt 't

is contained in this "Book.Entrynform. .

As a partof its-fiscal responsibility, EDWIRE is being.used to
nsfer payrolls o approxilhately 250 ;000. Air Force personnel. These

paychecks are bei forwarded Airectly to many financial'inttitutjons
across the country n a paperless form. This Air Force payroll is
only a forerunn -a much larger operation. Concurrently, slyer

five million Social Security payments are being transferred to Aciale
Security recipients in a paperless form across the country. Other
Government 'payrolls are 'planned to be tonverted.to.a paperless form
in 1977. e=s12;

. -..:V
In order .to' assure that network facilities will be able to handle

these increased demands, we are Olanning to extend the system to handle
this expanded loadod a SpOifie4 priority basis. In addition, to ex-
panding this system due to the increased load, we are planning to im- 44
prove the security of the FEDWIRE. The FEDWIRE system must be protected
for both availability and security6reasons. The system must be availt
able to make all the necessary dely ansactions and these transactions
must be protected against sevefal thr ats and vulnerabilities These
vulnerabilities inclUde.tabotage, rand and mischief. At present, sig,
nificant controls exist to minimiz these vulnerabilities. The security;

of 'the apalilityconsists of phys cal' security, opeeational4ecurity,
personnel selection.end network c cern', as well as the manogemeritas-
pects such as legal agreements an audit procedures:

We recognize that itis impossible to prevent all` pbss ible security
problems. However,the system is designed 'to bring any 4ception to
light as soon as possib.le-after it occurs; We, continuously monitor
the operations to detect any fraud;.accident or misuse.. Our security.:

41.)! e
, :
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Evaluation criteria for the test:and managing the encryption' keys

are currently being developed for the operational tests.,

No specific action gllowirt the tests has been specified but'it is
hoped that commercially available devices will be.offered to the Federal
Reserve System and anyone else based on the results of this prototype
system. We feel that encryption will also be needed in the future, ds'
one technique to meet requirements for pnivacy,of information.
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Aro

ARPA NETWORK SECURITY PROJECT .

Stephen T. Walker
Defense Advanced Redearch Projects Agency

1+00 Wilson Blvd.
Arlington, VA 22200-

The ARPA computer network has become an
operational Defense Department packet switched com-
munications sys46. A recent ARPA research project
has developed techniques for'achievingiend-to-end
encryption processes in a sophisticated networking
environment such as the ARPA network. The National
Bureau of Standards' -(NBS) Data Encryption Standard
(DES) Algorithm has been employed as the basic en-
dryption mechanism for the initial demenstration of
this capability. This pAper gives the background
and current status of that research project.

.

, t
A research project in coniOuter networks initiated 14:8, by the 4

Defense, Advanced Research Projects 'Agency, ,pioneered the lopment and
demonstration of packet' witched communications systems. Today the
ARPANE1 is one of the largebt,and most sophisticated operational com- :

puter pontrolleecommunications iystemsein the world. 'The nelpwork de-,...,
-picted'in figure 1 extends ft= Hawaii fo Norway with approxthately 60
rides and 1 0 host computers connected by 50 kilobit dedicated communi- -

4cation cilt ts. The ARPA network is now an operational Defense Depart-
ment facil4ty under the management of the Defense Communications Agency

.

(DC. While growth in terms of number of nodes on the network. has
leveledpff inirecent years, traffic on the network has continped to .

double yearly. In late 1976 average daily traffic handled on the net- . .

work exceeded ten million packets pier day. a

. -

. The technology employed in th ARPA,network has'provided the foun-
dation for DCA's common user dAta network, Autodin II. This system will
be Ate major data communication netwalc for the Defense Department in
the-1980's -and 90's.. The ARPA network has also served as the basis for,
a number of,coMmercial and private networks and many foreign systems.

The ARPA network has evolved from a basic research project to a
'fundamental component in the development of.a wide variety- of advanced
computer sciencelechniques. It has for the most part been associated
Oith unclassifiefiresearch organizations throughout the U. S., aid with
the,exception of a recent limited caiability to transmit classified in-
formatiOn, itTemains primarily a non-secure fiaci/ity. However,,.a major

44 concern from the inception of the ARPANET has been the need within the
Defense Mitartment for.efficient secure data' communications mechanisms.
Developing, techniques. or securing packeeswitched networks is the prin-
cipal research objective of AKPA's.network security program.
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the impl mentation of secure computer systems there are basically
three levels bf c lexity toy be considered: physical/administrative,
communications and op rating system (or softWare) security measures.

Computers have bee, Processing classified information for many year& in
what is called "uptem high mode" where the computer Is physically iso-
lated 15 a proyeEted area and all personnel associated with the computer
are cleared to the highest level of classified data processed by the
system. The first level of complexity consists of the well known physi-
cal and personnel'security measures, involving locks, alarms and clear-
ances. When two or more secure computer systems are linked over commu-
nication lines, the second level of complexity, communications security,
isemployed.. The universally accepted approaCh_to communications secur-
ity is the use of encryption on data while it is being transmitted over
unsecured communication lines. Communications security techniques- have
been employed for many yearsoin link encryption mode where each end of
the communication line is attached to'an encryption device. Both ad-
ministative and communication security measures are used to protect
computer systems from unauthorized' external access.

The third
.

level of complexity influencing-the use of computers
handling classified material is the operating system or software securi-Am.
ty problem. In this case the integrity of the software running in the
computer must be relied upon to provide protection among auChorized.'
users of a computer system. A special case of Operafing system security
is Xbe control of encryption devices operating in a ,sophisticated net-
working environment. The computer controlled nature of advanced commu-
nications systems requires solutions to the security problem in addition
to the already existing'communications secAity

The ARPA System and Network Security Program-is addressIng'the
third complexity factor described above. Considerable progress is being
made in the operating system security area with the application of sev-
eral certified secure ADP systems in the Defense Department anticipated
within the next, one to three years. A particular concern of the govern-
ment, being addressed by this ARPA research progfam, is theiempl ent

of computer controlled encryption techniques to provide communic ions
security within sophisticated cbmputer networking environments.

In did-1975 ARPA, in conjunction with othergovernment agencies,
began an effort to provide an effective demonstration of encl.:to-end
encryption with remote key d.stribution. The basic concepts of this
approach were first publishea,in a paper by Dr. Dennis Branstad in 1973
(1).' The system is designed to pork in multiple networking:environments
Allowing the encrypted data to pass unaltered among several iiiiercopn4ct-
ed networks:, The system uses the newly developed transmission control
protocol by Cerf and Kahn (2) to prov de a highly.reliable communica-
tions path'. ,It makes heavy use of the a ering effects of network
protocols, insuring an essentially error free environment regardless of
the communication path being employed.
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Elec.tronic Funds Transfer Application

Jack McDonnell
- EFT Commission

1000 Connecticut Avenue
Washington, D.C. 20036

The following paper has-been extracted from
the' veilbal presentation of Mr. McDonnell at the
February 15th Conferende. A written paper had
not been submitteer at the timg,of publication of
these Proceedings.-

4i. Intoducyok .

I would -like to prefac my comments on security by introducing you
to thq National Commission 'Electronic Funds Transfer. The EFT Com-
mission was created by an ct of CongressNg years ago because Congress'
anticipated that there would be a lot of problems in the "checkless' -
society that do not exist in the present banking. environment: Congress
created this Commission. o study these proble and report back with
recommendations on what to do. Our firtt report is due to Congress 9n \
FeWuary 23, 197.7. This wilf be an interim report and makes only non- :
technical recommendations. the final report will include. our technical
recommendations.

EFT is not new. The Federal Reserie has been using' this mode of
balancing the nation's "checkbook" for some tim

1r 4

There,are three main areas of EFT. The firs I will call a low,
volume, High-dollar transaction system typified the FEDWIRE system.
The second is the system ty0ically called the automated clearing house,
which primarily uses magnetic tape to transfer money. The third is the
one' I would like to discuss-today; it is the one 'which has a high
"visibility to the . consumer. The last incorporates,automatic cash
"issuing terminals, poi nt of ,s al e terminals and automatic. teller ma-

chines. °.

L would like to give credit for most of the material, that I. am
, going to present to Mr Paul Havener of the Federal Deposit Insuoance
- Corporation who has written a booklet entitled CIntroduction, to EFT
Security." Figure 1-1 o this dopument displays the various points
Of vulnerabilit3;jn anEFT system. In particular, the automatic teller
'machine is the direct interface Of an EFT system to customer. The
customer must present-a "digital signature" to th machine to prove

*

841.'
the customer's ident/ty. This,digital signature is called a Personal

.%

I;
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,Identification Number (PIN). Typically, a customer is issued a plastic
card with a magnetic stripe on the backik'conjunction with the PIN. 1

This magnetic stripe,contains informati6n in a 1,2 and 3-track format.
The combination of the card and the-PIN causes the system to operate.

The effective use of encryption-in the EFT environment requires
several things. First, the banking community and its customers must
be educated to the threats of a -EFT system and the use of encryption

tin reducing thett threats in order to establish a viable National EFT .

system. Second,the encryption of the PIN or other information on the
plastic card requires several standards in order to be viable:. Third, .

these-standards must be available on a non-proprietary basis to be use'd
at' viill throughout the system. . A

..

2. Threats to arrEFT System, ... . ,

Acash issuing terminal usually has between twenty and forty
thousand dollars at the beginning of a day. The largest "rip-off"
that has beeniantified in an EFT enviroment (id not occur'in this

th i italic] card.and cvalid
PIN used his knowledge of the off-line system to p k trate his crime. .ec
He simply started "visiting each of the cash issuing. ihals in a large

,European City starting at 5 a.m. on a weekend to "jackp t" each of ti4
terminals. To the best of our knowledge, he acquired the equivalent of

$100,000. , I
.

, .

'I would like to look at the iulheribilities of, an EFT system and . ;
see where encryption can alleviate some of the potential risks. ' One :
application is to encrypt the daton the Magneticstripe of the card.

. If the PIN is_used as part of the key for le encryption operation,
anyone who fipds or'stealg the card; buedoes not know the PIN, can-
not use the card.

,

The simplest tiweat to the co icatiorli-Of an LEFT system is
..

.
passive wire tapping. In this threat penetrator simply-records the a

,information going across the communic on line and duplkates e
magnetic.card fr e information contained in a' transaction req st ,4 to commit fraud. e PIN or other input data of this commUnication.,
were encrypted, the penetrator wouldbe thwarteein this attempt. u .a . I i. I, Ir

r I A The 'second threat is called active wire tapping. A:pehetrator it
,rroI only, able to monitor-the. communieationl'between a casb issuing

' 'terminal: as bank, but is, also able to modify the coipmunications.
. . . .

1de Pyas being a urity teasuit for cOmmunica-
tuns. nlike a simple communication system in Which all of the data
and centralfilformation is encrypted, a viable EFT network requires that
only.the valuable data be encrypted and the addvess/cpntrot information
remain in the clear. This latter information is required irtht switch c

between communicating -devices,, ,We feel that the Cryptographic Check

t.

. . .
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Digits (LC0)4 hold 'great promise in 'securing an EFT 'network.-

The final threat exists within'the computer of each financial -

institution. I cannot emphasize too strongly that this is the most
vulnerable point in any system. We feel that there it a detjnite ap-
plication for encryption on, t4, account files within the computer 41t- ,,

self:\ i 1
~-,..---e

.-.

.

We hope to-develop a set of security guideline/ s for the financial ,...

commonity through an inter - Agency task group, that we. ,have established.
- ''. It i too early to.tell exactly how extensive these guidelines will be.

Our first step is to inventory the. cases of fraud that Kive occurred In
EFT systems. Before the Copmiss4on"ls terminated in October, we. hope
that we can haye a set of guidelines for financial institutions to en- 6
force. In all probability, we will make the recommendation that this
Inter-agency,task.group,continue in some form,' perhaps in conjwiction
with.NBS, to develop the technical security standards needed for an
EFT 'system.,

I

, $

4a

e

4

.r-

.,

*Editor's Note: See the paper by Carl Campbell in these proceedings.
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-._f_., Implementation & Use .

..._ of
The Data.Encryption Standard

within.
The gita-.CoMmunications environment

Mr: Ed.-LoUse
CorporateInginteringileadduanters

Burroughs Corporation
World Headquarters Building

Room 5E30
B Troughs Place

roit, Michigan 48232

With the standardization of the DEt, product
_.

and system/designers can proceed to'Smplement.verious
security devices. //Applications for link_ and end-to-'

end protection carrand will be accommodated. how-
; . ever, if these applications are.likely-to involve

Aor . .

.y
communication within a system containing eqmipment

.

.from different manufacturers, additional standards ,

are needed: key management, electrical interface,
- . encryptidn mode, initializatiohand resynchrontza-' .

tion. This-standards development effort is Ore*
started. . .

Key words: Encryption; security devtces;standirds.

S.

.
.1 ' .

o
1

With th advent of electronic Funds Transfer systems, and data

,,,
.

,banks fiTle ith statisticstatistic's on.individual,titilens and businesses there
is a growing nter-depehOnce between Computer syiteMs and commurrica-
'tips systems. ,lhe transfer, of this information to on_from remote . .,

iystem,u*rs yfile m6intaining, the integrity of the data is in itself-
,

. a complex pr9blem. 'The'passage of the Privacy Act ofj1974 further
compounded e problem by rpluiring .that this information tFarisfer

.

cannot be" cessed by unauth5rized personnel.. Beyond the need for
privacy th eiis.need to protect against alteraticin of the message. ..

...

. .
. . -/

. ThTs",becom#s doubly imp6cOnt when' data is.transmiftea4ia common .

,carriers such as microw e transmission systemi, communication §atel-- %-..

Tites or telephone line ..

. o t.' $

' It,is encumbeht u the management of.these user syttems to
4 guarantee:the privacy this inform tibn and guard against its fraud-

- , .

`* ,ulent'use or alteratio
.

f
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The Data Encryption Standard (DES) has gone a llirig w.;y.in providing
- a tool with univerlal applicAbility for thope who wish to ensure data (4 4

protection. .

.
. N.

. . The type of security required in some environments may be such that
. the message can. be transmitted in clear text as long as its integrity is

safeguarded. Other environments may require the contents of the messa4
be concealed during transmission from unauthorized observation. In the

"former case authentication mill suffice, that is, the message text is
,operated upon by the DES to produce a series of Check digits which are'
appended -to. message and this.entire format transmitted. If, at its

-7dietination, the message integrity has. been preserved Ilar same set of
check digitswilT be generated laid a simple comparison will serve to
validate the message. In the latter case,,the text of the message will
be transformed, usinglhe DES, into cypher which is.transmitted: This
process is known as encryption. I. i

, A .
. - I . . .

. These leyels of security may be implemented in.either of two data '
406MMunicattons modes: link4r end-to.-end. -,

.

.

. .

. , . .

:Figure I illustrates the levels of protection prov4ded for each
technique used. - . .

- Figure IJa and lib: show how these techniques are,implemented tn
some data communication networks.

. X ,
4 .. - l

In the link modeithe devipe<4cansparelit to the data on the line,

4
encrypting and decrypting withouttmoclifying

process and without affectlfig the. source or. stination Orocessprs. '.

of the data in the

, .; ..

Data on the line"between'thtdeyites is protected for both message
. integrity antsecre0 (privacy)

e'

) since itwis untntell" ible to unautpor- ..
ized listenOstand cannot lie altered without dete on. :

,,

v
. ..? -..

)

.
.

,
01

In some communicaiton networks with multplenodes, -1 ink _entript
does not protect the datawithirrthe hddle.where the Message' is,in pl

2--
.

.text,an4,subject'to tampering or misroutihg. .By -encrypting at the-,
'oessource only and not decrypting until the communication reaches. its

-ultimate destination the information content of the-message is odly
usable by recipients. Who possess the a0Orbtriate key. .techniquehis technique

IN": istqlown as end-to-end endryption,'end reqUiresithat the message header.
''. which contains' routing, priority ancrother information used by the net--

work itself be kept in clear text... In this cas '4, the; data security
devicemUst be snsitive,to the data. coihmuntpation procedures used in w
the network or be capable of detecting START.CRYPTION/STOP ENCRYPTION,
instructions ln the text.instructions .

..

.

,
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The end-to-end mode is applicable in systems where no operations
need be performed on the encrypted data byt,the data must be trans-
mitted through a switching network and its privacy safeguarded. An

example of this could be one IRS branch retrieving tax information on
an individual and forWarding it to a second branch, or thVLbanking
communityfaccetsing credit4atings. A

44.

On the other hand, link encryption may be more desirable in the
field of International Electronic Funds Transfer.where the volume of
traffic and/or the message sources and destinations need to bp concealed.

However, you can see that thiemplOyment of lid encryption will be
more costly since an encrypikion de ice is required at each node rathdr
than just at the source andthe destination.
: ( ,

Therefore, a careful analois of the user's envilnment and require-
ments will dictate which mode 10' operation will yield the level of
security.desired in the most cost effective way.

Noting the modes of operation, we may-now look-tnto-the-tmoldfienta-
Lion aspects of the DES.

./
This algorithm can be implemented in a number of ways dependltig on

the user's requirements. It can be used in the encryption mode or the. -
authenticaflon mode; it can be incorporated a "s an $0-built feature of
terminals or modems or operate as drop-in, stand alone equipment. This
is illustrated by Figure III.

414*Looking at the advantages and disadvantages of built-in versus
drop -in implementation it can be said'that itft the area of access pre-
vention the built-in implementation is superior. This.technique reduces
the chance that detection can take place between the terminal and the
security deviCeohere the text is in the-clear. However, this techniqde .

may be difficult to implement in existing systems and could require
1 major edesigns. Herein lies the advantage of a stand alone unit which
can simply.be inserted into .existing networks with little or no impact 4

to extant equipment. . IL/

441.ri Due to the myriad of-user environments and requirements there will
be a proliferation of security devices in the marketplace; -aid indeed,
one can seethe need for imposing standarcW on te application of the
"DES so that the impact on existing networks can e.mlnimized, stncethe
DES is but a part of the Security Devree,

4
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Areas where standardizatjon i required in the application dimple-
mentationrof the DataEdcryption Sta ard.arf:' .. ,-)

o definition of pin-outs i- s veral of the IC manufacturers` have
I undertaken to implement t e DES using 15I technology. It it

-imperative that' these pac ges be standardized as= far as the
assignment of input /output s and voltages .to a'common
pin configuration. This w it interchangeability of
the DES divice while permi 'ty in. the applicatj

-..4f th6-devjce.

.

1 standards committee.mittee.
a To...%.-,

1$.,
power dissipation - particulaily.wjthin-bui modules where.,
an excessive power driin could have an impact o existing
equipment.

o 'key-management - the ability of thee user to change the key
without-theiganufacturer's inv &lvement. This area alone is
deserving of a great deal of attention. It involvesthe

,generatiori of the key code Book and key assignments to corre-
4.spondent users; the physical protection of the keys. The

methodology of changing the keys and the imract of this change
warrant Investigation: Should the keysloe generated by a com4.,
pater? How often should they be changed'? What is the proce-
dure if the keys are coni0eomised?, Theseond many other ques-
tibns should,be resolved in the'near future by a key management

-

-------1----ditrYeatesza-tthe resent fime.56V.bits' per second it the '

'fastest rate at which data i ''sferced_in data communica-

tions networkC
seeable,future transfer rates ma increaiesand depending upon

:-clockraites and loading and unlo ing schemet we may find
algorithm _processing tame, or thro hput,,reaches a.limit. This

;
Area should be analyzed andlimits e standards).placed'on the

parameters h.wou4d-affeC the'DE penation.

tiatacomm nicatio0s4interfaces between the DIE, (Data Terminal
Equipment) and security devices should be carefully 'Specified.
particularly in light of .new and proposed ederil Standards as

c-

O

well gas thOs f industry.

f; Table 1 illus rates the number of
data communication system interfaced Standardi ng this inter-'

interrelated tandards for

face will enable/security device manufacturers to produce com-
pongnts.and devices with greater assurance of wide applicability,

"while assuring functional'int4Opangeability.-

Various c mmittees including ANSI X3 committee, as a result:4)f -

a reques of the IEEE and the NBS/NCS progrovithin the:reileral
Govern are starting to work to structure this standard.
Burroughs has proposed an interface standard projecilkte ANSI
X3/SPARC committee for consideration.

'
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o

c

FEDCRAL
STANDARD

F

' ASSOCIATED INTERFACE STANDARDS

MIL -STD EIA

il

.

ANSI CCITT ISO

1020 1887114

.

RS-422 X.27, V.11

1030 188-114 RSA X.26, V.10

Proposed.

1031

Proposed
RS-XVZ

.

V.24, V.10 DP4902,

Proposed

1029
proposed
AS-ABC

V.24,

V.10, V.11 DP1902'

Proposed
1040

.

Proposed

"ANSI

X.21" X.21, X.24 P4903

RS-232C V.24, V.28 DP2110,

TABLE 1

Summary of Associated Standards

(FROM'NCS TIB 76-1)

e

.

initialization procedures - methods for the initial loading of
the key and starting'the algorithm process.

resynchronization - standards are needed prescribing the methods
. for eesynchronizing the encryption process when synchronization
is lost due to power transients or transmission errors.'

A

levels of.securip provided by the user - if the physical
security of the.user's facility is maximum then the security
device need not have in-built protection devices. However,
where physical security is easily. compromised the key storage
should be such that upon unauthorized access the key will
be destroyed. A
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error detection when the integrity of.the message is lost
through fraudulent alteration a kescribed alarm should be
given. However, for parity errors or'errors caused by'loss
of synchronization a different alarm should be raised.

Each of these salient points requires an exhaustive study as it
applies to the use of the DES in order to assure.thei users -that they

have equipment which will deliver the desired level of secure y.

While there are a finite number of applications known to date,
41,

there will be manylnew ways to employ this powerful tool. Before these
new methods are applied they must be carefully scrutinized to determine
what, if any, impact will result in the data communication community. Lt

is conceivable that as major computer switching networks become inter-
connected the innocent introduction of any non-standard element into .

the system could cause great confusion and prevent system operation.

-e

ab

'Sae points to consider in any application are:

Strive for transparenc'ys."'

Key storage should be non-volatile except upon
tampering by unauthorized personnel.

Key en-try should be uncomplicated,

Universal applicability isore desirable than
special purpose equipment.t

Encryption is the time-honored way to keep data safe and secret.
The,DES algorithm now offers a standardized tool to government and
the priyate business sector which through proper use affords'the
necessary level of secufity-to meetthe new regulations on privacy.
It remains with us to standardize its applicatio?s for the mutual
benefit of the entire community.
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integrated System Design

,Dr. Walter Tuchman

International Business Machines Corporation
Kingston Development Lab
Neighborhood RoA, D69L
Kingston, New York 12493

The following paper has beep extracted from
the verbal presentation of Dr. Tuchman at the
February le Conference. A written paper had
not.been, bmitted at the time of publication of
these proceedings. 1111,

1. Introduction
ra

I also have observed during the presentations today that many of
the speakers have covered some of the topics that I wisOto discuss.
However, I would like to take a deeper look into the system archi-
tecture required to support encryption. In particular,.I would 1411(e to
talk about the facilities that are required generate and distribute
the encryption keys required by the Data Encryption Standard. My re-

markt, should be taken as a tutorial as I will not be discussing any
particular product offering. I will be discussing an integrated ap-
proach to the DES. algorithm and talking about some of its pros and cons

'as contrasted to a non-integrated approach.

'2. Implementing the DES at the Terminal

The DES can now be readily implemented in LSI for use to computer
terminals. The entire implementation of the DES and its necessary con-
trol logic can be implemented on a single card and Mhated in a terminal.
A throughput of one million bits -per- second can be achieved in this ap-

,

proach.

For the integrated approach, I am assuming that a message packet
vxmivnications system is available between a terminal and -the central
processing unit (CPU).' The data to be protected (is carefully delineated

:from the addressing and control information in the packet. In this

aDDroach, where only the data is encrypted, intermediary nodes in the
network need not have an encryption capability nor even know that the
data:is encrypted. With this approadh, performance and security thre
imprOved and, the cost is minimized.

(

. ..*A vulnerability of data is actually being designed into the newer
ocipOuterpetwork architectures. This vulneability is especially
prevalent,in a loop network. Data from all terminals co-exists on a

, -
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/

common communication, 1) e and every
/

very ta/rmlnal has the capability of
.

reading- the traffic pa' ing through the line. Encryption ,of the data

in an_end-to-end secu r-ity network offers' a unique and cost effective
solution to this pro'lem.- .

.

If we contrast :the end-to/end approach with the simpler approach
of linT-encryptionjwhich I call line bracketing, we find some Interest-
ilig comparisons. First, the/line bracketing approach can be implemented
quite simply and I0111 provi4e security on a simple commun'cation line.
Line bracketing' boxes have'very little degradation, typi ally use all
codes, can be used on practically all line discipline nd can beCome
very nearly a uniiersa) box for use between any modem and terminal. We

probably will see;, the ytegrated approach and the line bracketing ap-
proach used concurrently for the foreseeable future. i

I:
./

i .

Some of the disa vantages of the line bracketing process are read-
ily.apparent, 1.e-1, 'n dial-up networks there iS no key management
service, and the Idly in many devices must all be the same and mu t

) manually changed,/ in bracketing units usually encrypt the conttal
information as well as he data and hence, cannot be used either in loop

.applications or fin/most packet-oriented networks.
.

1

4

3. Implementin0 the DES at the UU /
.

ir
There areit ree different ways of implementing the DES at the. CPU:

locating the DES device in e front-end communications processor, lo-
cating it in the channel sthhin- the CPU or locating it in a hardware
device contralti d by the CPU. The advantage of the first is that the
identical DES1d4vicvy be used-in the front vid processorthdt is used
1n the termin 1. T e DES in a channel requires very high mead cape-
bilities, per 8000 million bits-per-second throughput. The CPU im-
plementationlregbireC as does the channel implementation,

/
41 multjhchip

DES for high.' peed reasons.
v

. .

The .intgrated approach ofsimplementing th'e DES as a CP614ardwarie
devica.reoui es a very careful solution. to the key management problem.
With that in! mind, I.will define what I call an "optimum" solutton to ,

key managemeintand key distribution in an integrated CPU and DES, facil-
vity.* 1 , ..

r,

/ . t,

Let usI design a network consisting. -of N deviei/s attached to,a CPU.

Each terms el has an imbedded, private Device Key (We encryption-key
to be used with the DES). Each key is different for goo security: The

question i 'Now can any deiTte talk to any other dev' e if all of the
keys are different?" The solution is to maintain a list of all,of the
private:De ice Keys in'the memory of the CPU and let the CPU generate a 't

new key f r use in protecting tine data between any two common devices.
:'

..

r
,

*Editor' Note: Dr. Tuchman told a lengthy, humorous story at this

Jpoint to,illustrate his definition of the word "optimum."'

95
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To prevent this list of keys from being stolen or accidentally lost, we
will encrypt this list of keys with another key which we call the
Master Kty... This key is located only on the DES device and cannot be
read-by anyone.

0
The following jiappens during a "session" of communications between

any two of the device's. Let us say that terminal 2 wants to talk to
terminal 8. The private keys for terminals 2 and 8 are both contained,
in the encryption key list which, of Course, is encrypted by the Master
Key, The CPU generates an encrypted Session Key from a device that is
time-dependent and pseudo-random, such as the system clock. This en-
crypted Session Key (defined to be encrypted under the Master Key and
never appearing. inittpe CPU in its plain form) as well as the Private

Key for terminal 2 and the Private Key for terminal 8, are all sentto -

the DES device controlled by the CPU. The Ses.sion Key is decrypted
using the Master Key; the encrypted Device Key for terminal 2 is de-

.

crypted using the Master Key; and then the Session Key is encrypted
using the Devicv Key of terminal 2. Similarly, the encrypted Device
Key of teEminal'8 fs decrypted using the Master Key and the Session Key
is encrypted using it. The encrypted Session Key is then sent to ter-
minal 2 protected by the Device Key of terminal 2 and the encrypted
Session Key is sent to terminal 8 protected by the Device Key of terminal.
8. The Session Key is then deCrypted at terminal 2 apd at terminal 8
using their respective Device Keys. Thus, both terminal 2 and terminal

- 8 have the same Session Key and will be able to communicate.
I

That is the "optimum" solution we have found for key management in
i'integrated system design..

A
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-An LSI Imiflelnentation
'of the

Dap EncryptionsStandall

.'...-k .
0.

.Howard O. Wright %

Rockwell International
%
.

? Mail ,Station 503-200 4

4311 Jamboree Road -.

Newport Beach, CA 92663

This paper describes an LSI circuit designed
to perform data'encryption using the tlgorithm
adopted by the National' Bureau of Standards as
the Data Encryption Standard. The encryption unit
enciphers/deciphers data in 64-bit blocks. lonti
input data and outputodata are buffered, allowihg
the unit to sustain a data rate up.to1.6 Mb/s.
The unfit has tri-state busing capability and is
.a versatile LSI unit, designed for use in a wide
variety of applications. The unit is sufficiently
small in size and Tow in power consumption and cost
that it.will.allow data encipheiment to be used in
systems in which the use of enciphdrment was pre-
viouslypconomically unfeasible.

Key words: Encryption; LSI; MOS; security.

1.; Introduction

Collins Radio Gio-up of Rockwell International Corporation.has im-
plemented,anMOS circuit that is designed toiperfo* the algorithm .

detignated by the National Bureau of Standards as the Data Encryption
Standard (DES).jJ The 64-bit block enciphering system described herein
consists of a method of enciphering or deciphering a 64-bit block of

__Anput data into .3.64-bit block of output data with a variable, 56-bit
a

key.

A single, 40-pin,MOS circuit is described herein that perfeirms the
algorithm function and accomplishes a task that previously required over
100 medium scale integration (MSI) circuits to implement. The purpose
of this paper is to describe a large scale integrated (LSI, circuit
implementation of this algorithm. Rationale for the implementation and
some of the ways envisioned for the circuit use will be discussed.

(
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2. Architecture

U
The architectural design of the LSI Encryptonunit was influenced

by a number of application and technical parameters. The largest anti-
cipated application for the units is -it ,the AY.minal field. Many ter-
minals are being designed around 8-bit, character-oriented microprOces.r
sors; therefore, architectural design was directed toward an 8-bit
parallel input/output (I/O) terminal with bUsing capability. The de-
sign was also influenced-by-initial customer requireeents for a unit
with a throughput capability of at least 1 Mb/s.

41

The basic data path architecture for the LSI encryption unit is
shown in figure.), The data enciphered/deciphered are loaded into a
64-pit input buffer register, 8 bits at a time, using the da6-input
strobe line to control the transfer. Eight data input strobe pulses
are required to complete the load of the 64-bit input buffer. Thee

54-bit input register is, implemented using eight 8-bit shift registers.
The initial permutation defined by the DES is accomplished at the input
register by connecting the8-bit input to the shift registers. Follow-

ing a load of eight 8-bit'bytes of data,, the contents,Of the input reg-
ister will be as defined by the DES initial permutation table.

Once the input byffei- has been loaded; the start line will be
Pulsed to initiate operation of the algorithm section. The start pulse
cause' the contents of the,input buffer register to be transferred to
the algorithm section, and frees the input buffer register to receive
another block of *data. One pin on the unit is used to specify whether
the processing is to encipher or decipher the input message. In either
case; I/O is identical'.

To allOw the unit to sustain a data rate upAto1.6-Mb/s in a pipe-
.

lined mod' of operation, 64 -bit buffer registers ere used on both 'input

and output. Ws type of architectural design allows simultaneous data
input, algorit hm unit processing, 4nd data output.

The output bUffer is a 64 -bit buffer that is organized,as eight
Ef-bit shift registers. The inverse of the Tiiirra-1--permutation is

accomplished at thoutput buffer in the same manner as the initial
permutation was accomplished'at the input register. A data output
strobe line is used to transfer 1 bit from each of *le eight registers
to the output pins of the unit, and the data in each of the output

,buffer shift registers is shifted down 1 bit on the falling edge of the
data output strobe. Eight data outputstrobe pulses are required to
extract the contents of the output buffer register.

Two additional control signals are required to use the unit in tk
pipelined mode ofoperation: one is the busy signal, and t e other is -

the enable ,output bpffer load 'signal.

4;
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When the algorithm section is processing data or when it is holding
previously processed data while waiting to load the output buffer, a busy
condition is indicated.by the busy signal... The busy signal gbes high i

following a start pulse,p and remains high until the algorithm section
has transferred a block of 64_bits to the output register, The falling
edge of the busy signal is an indication to the external control logic
that data, is available in the output buffer and that the start line can
be pulsed to start a new prkessing sequence. L

The enable output buffer ad signal lloe is pulsed to indicate to
, the algorithm section that the output buffer can be loaded when data i-s

available. 'For normal block ciphering., this line will be pulsed after
eighth data output strobe has emptied the'out t buffer. Although.

the buffer. empty signal Gaul be generated internal o the chip by
counting...eight data output strobe pulses, there are cases in which only
a few of the 64 output bits are actually used-, therefore, allowing the.
external logic to detecmine when the output buffer can'be laded in-.

k, creases uni t versatility.

2.1 Key Variables I

mi

. The key variable used by the algorithm section is stored in ari in-
ternal 56-bit key register. The'method of handling key variables during°
load of the key register was influenced by the requirement in some'sys-
terns to ensure-complete physical separatism between key variables and
.normal data paths. Consequently, eight pins on the package wetle de-
voted to'a clear key port for use in entering clear key variables into
the unit, as Chown in figure 2.

Akey strobe is used to enter key variable data, 8 bits at a time,
into the unit through the clear key port inputs. Each 8-bit. grOup is
checked for odd parity as ..t is entered. Following removal of the
parity bit, 7 bits of key variable information are entered into the key
register each time the key strobe line is pulsed. A parity error line
is available'on an output pin and willbeset if odd parity is not pre-
sent on the clear key Port while the key strobe line 'is high.

In addition to having the-caliability of loading a clear key,.through
the clear key port, as described, the unit has a provision fodecipher-
ing key variable data in the algorithm section, checking the resulting

. clear key data for correct parity, and transferring the*.res.ult to the
key register. This process allows keys to be entered into thesystem
in ,enciphered form. The enciphered keys can be carried to the unit by
courier or can be transmitted to the unit via the normal iconinunications
!Oath.

When enciphered key variable d ata are entered -into the input buffer .

over the normal input data lihes, thexekey line is pulidd instead of the -
start line to start the algol'ithm. When the algorithmbnit has complete]
deciphering the key variable, it is loaded into the output buffer, checked
for proper parity, and finally.loaded into the key register. During this

100
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I process, the tri-state drivers on the output are forced off to prevent
cled\keY variable data from being obSerVed on the output.

. .
.

,

An important security precaution is taken during the rekey process'
by gating Of the tri-state output,drivers and clearing the output buffer
following the rekey process. This feature, when coupled with a Tuitiiible
key distribution procedure, can help prevent a covert attempt to obtain
key variable information from the unit even though an intruder has access
to the unit's circuitry. This is particularly important at an unsecured
remote terminal site. ________ .

The capability to power the keregistei- through a separate pOwer
pin, which allows a small battery backup to be designed into the system
to provide nonvolatile key storage (lasting up to several days during
power outage condition), is an additional feature designed for use at
a remote terminal.

2.2 I/O Busing

To faciljtate using the unit in systems built around a bus concept,
two signals were added that allow the control signals previously dqs-
cribed to be bused. A, control enable signal was ANDed with the start,
rekey,encipher/decipher and the enable, output buffer load lines. The

control enable signal is.designed to be connected to the addressing
function Issociated with the bus; and,.when a bus output sequence is
addressed.to the control inputs of the algorithm unit, the control en-
able signal is momentarily raised to gate the state of the fodr. control
sfgnals_from the bus into storage elements within the unit.

The busy and the parity error signals are gated to the output pins.

of the unit through tri -state drivers. The drivers are eneblep by a
status enable signal that allows the busy -and the parity error signal's .,

to be gated onto the bus when addressed by the bus addressing function.
For systems that do not employ busing, the control enable and the status
enable si0?..can be tied to a logical state and ignor:ed.

2.3 Algorithm Section

The block diagram shown in figure 3 illustrates the complete en-
cryptionunit including the algbrithm seCtion. As previously described,
the initial permutation (IP) is performed at the input buffer. Data are
transferred from the input buffer.to the 32-bit registers L and R to
begin aprocessing cycle. A piTtessing cycle, either encipher or de-
cipher, is accomplished in 16 processing iterations. As defined by the .

E bit selection table in the DES, 48 bits are selected from the R regis-
ter, and are EXCLUSIVE ORed with selected bits from the key register as
defined by Table PC-2 of the DES. The resulting output is used to ad-
dress Read Only Memotries (ROM's) Srthrough S8. Output-bits from the .

ROM's are selected according to the primitive function P, and are ex-
clusive ORed with the 32-bit contents of the L register. The'firial step
.n an iteration process is to'Jransfer the contents of the 'R register to
the L register., and to transfer the results of the last exclusive OR into
the R register. , /0

4
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Between iterations; the key data are rotated in the key, registers,
as defined by the DES. .Flollowin the sixteenth iteration, data are
transferred to the output .btiff .register; and the inverse permutation
w(IP-1) is accomplished at tfle tput of the output buffer registers, as
previously describ0.

2.4 Final rroduct-

Jhe circuit is built using PMOS technology, and is contained in a
401p4n package. The unit requires +5'and -12 volts and dissipates 300
MW of power. A free-running clock is required to rim the algorithm
section. The time to process 64-bit blOck of data' is dependent upon
the speed of. the clocks and:is. defined by:

Time - (Period Clock) (64)

The maximum clock frequency canndt, exceed.1.6 MHz.

3. Applications

Figure 4 presents an example of 'lbw the unit can used in a ,
microprocessor system. The unit is completely under the control of the
processor, The procissor loads the unit with.64 bits :of data so be en-
ciphered or deciphered,. starts the unit, and then reads out tlie 64-bit
result. For applications requiring 'higher throughput,.hore Nan one unit
canObe connected to the bus; also, the unit could be *.cpnnected to. the

him through a' DMA channel to relieve the processor of handling each byte
of data. ,,..

;-.,.
there are Many ,applications in which the requiremen't to handle en-

ciphered data in blocks of 64 bits is too restrictive 0.e.. the case of
an interactive terminal connected to a processer). For such applications,
.the algorithm unit was designed to support a cipher feedback system. In
this mode of operation', data are enciphered by EXCLUSIVE ORing it with .

the output.of the algorithm _unit.- --.T.he:en-iphred data are then -loaded-- '-
back into the algorithm unit and the algorithm unit is started.. After i
the algorithm unit has loaded' its' output register, the next cleir text
data are enciphered, and the_cycle repeats. Only 8 bits of the 64 bits .- '
generated each cycle_kt the output of the algorithm unit are used, and-----...,,
the unit is cycled after only' 8 bits have been loaded into the' input

..
% register. The input to the algorithm for each cycle then becomes the . -

previoul 64 bits of enciphered data.
. . )

This system has the advantage that, once eight characters have been
, passed through the system to synchronize the receiying algorithm unit, a

charictet* will be.deciphered at the receiver for each character input at
the transmitting end. Therefore, the block encipherment requirement is
eliminated. .

.
, rs
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Sirriilar techniques can be applied to handle serial data or data in
any character width\ froml to 64 bits; ,however, when data .path widths
other than multiples of eight .are used,-an accumulating'register at the

s input to tne algorithm units is required.

4. Cone! on

The 64-b4 block enciphering circuit is a versatile 141 unit with
high throughputcapability that was designed .for use in a wide variety
of -aplications. The.unit define4 herein provides the system designer

4 with powerful and cost-effectivd tool for solving many of the data
security problems'that currentlyface the industry. The unit is suffi,
ciently small size,.and low in power consumption and cost, that it
will allow data encipherment to be used in systems in whi-eli the use
Df _encipherment' was previously economically unfeasible.
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N\A Microprocessor Controlled
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Data Encryption tandard
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Presented is an LSI implementation
of the Data Encryption .Standard. Tie
device has been developedior use with
microcomputer- based data processors, with
'encryption. Or dgcryption of 64 bit blocks
inputted and outputted through a single
8 bit tri-state .bus port A single *5
volt supply powers the 'LSI chip; block
processing time is 160 microseconds,
allowing typical MPU configurations to
operate over 200:Kb/,s. The unit possesses i
two key registers to facilitate downline

1 loading of encrypted key, with on -chip
decryption and error checking under the
control of a resident master key. Con-

,- tinnal checking of the operating uratinkey,, .

during algorithm execution as well as
during key load provides an economical

.

degree of security fora many applicationst
1;4.°

Key Words: Communication; encryption;
_,LSTImicroprocessor; MOS.
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1. Introduction (
. /I.

At,hardware LSI iiplementation of the Data Encryption
Standard has been developed at Motorola Governm6nt Elec-

. tronics Division. The device, called the Data Security
Device (DSWt performs_the-64 bit block encryption or
decryption-accotling to the Federal Standard algq\i,ttimoris.-------

------utTrizing one of.,: two 56 bit keys stored on chip. Plain
and cipher data blocks are inputted and outputted through
a single 8 bit tri-fate I/O poit, so.that minimum load
is presentedIo.a microprocessor data bus. .

f
AWir , -

The DSD is'configured on a Silicon Gate N-- Channel MOS
Depletion Load LSI chip contained in a 74 pin package to
minimize deviCe cost.

'

.
, ,

This paper-will discuss the-flexible control features
of the chip design, and applications of these features in
secure datamedule implkomentations.

4 r

2. Data Security Device Construction

The Data Security Device was designed to provide the
.

DES security function for many existing terminal, link and
.*computer systems. Since a- large number of these systems
now utilize microcomputer devices for processing and.for-
matting of emphasis has been placed upon the ease Of
implementing security with the DSD chip in existing micro -
processor-hardware.. Use of a single 5 volt power source, .

' conventional clock sources; and minimum data bus loading
are features of the DSD.

3. DSD, Architecture

The Data Se
an Interf
-suc system,
n figure 1.

y Device appears to an MPU system as
apter device. An illustrative example of
with the encryption function added, is shown.

108
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internal donstruCtio of the DBD:is illustrated _by

# the block diagram of figu e 2.-.The device consists of a
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At the bus interface, the.Data Security Device (DSD)
appears as eight addressable memory locations to the MPU,
through which the operational mode of the chip maybe
selectdd, chip status monitored, key or data written into
the device, and data read from the device.

1

As shown in table 1, the operation of the DS.D is split
into five major modes: (1) Data Encryption, (2) Data De-
cryption, (3) Loading of'Data or Enervated Key, (4) Data
Readout and (5) Status Readout. Thes'b and additional
control modes are activated by three address input lines
and a Read/Write input command.

CONTROL ADDRESS
,

OPERATIONAL MODE

AO Al A2 R/W

WRITE DATA" KEY OPERATION -' 0 0 0 . 0

1 0 1 0 ENCIPHER DATA

R. 0 1 0 DECIPHER DATA ;

O 0 1

_

I READ DATA '

1
A

0
A

0 1 READ STATUS '

Instruction pertormed during eighth byte of Data
Stock entry.

Table

MAJOR OPERATIONAL MODES
OF DATA SECURITY DEVICE.

'vs

.Tabld 2 illustrates additional control operations
which initialize the chip and determine the operAtional
key to be used. Since the writing of cipheredzkey appears
as data to be processed, the control address present at
the eighth byte of data block entry is used to'determine
whether the processed data can be made available for output
(valid data) or loaded intoJthe Active Key Register.
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CONTROL ADDRESS CONTRO 'MODE

AO

.
Al

_

A2 R/W .

RESET/INITIALIZE1 0 0 0

0 1 0 1 ACTIVATE MAJOR KEY

1 1 0 ,-,..,...1 ACTIVATE PLAIN SECONDARYIEY

1 1 1 ' iT\ DECIPHER SECONDARY KEY

0 1 1 0 ENCIPHER SECONDARY KEY

instruction performed during eighth byte of -Keys
Block entry.

Table 2

CONTROL MODES OF DATA SECURITY DEVICE.
41,

4. Chip Initialization

A RESETS signal input to the DSD is used to initialize
the internil control logic, status flags, and counters.
The RESET function should be coupled.with.the system power
on reset to provide orderly system initialization and also
may be used as a master reset td)he chip during system
operation,

Reiniiialization may'Ilso be performed under software
control by a write command under 'address control AO = 14 .

Al'= 0, A2 = oll/A

5. Key Operations

Two key registers in the DSD allow storage of a Major
Key while processing data with an Active Key. Both key
registers are loaded through the data bus port, with com-
mand addressing dependent on the form and destination of
the key.

The prime or master key is entered into the Major Key
register riand simultaneously checked for parity error and
load4d into..the Active Key Register. 'During algorithm
operation, the DSD continually performs parity checking
on the contents of the Active Key Register.

411

A secondary key'may be loaded into the Active Key
Register in plain or ciphered form. If the secondary key
load command showS a cipher key operation, the DSD will

111
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process Ite key using the present Active Key. .The DSD must
have previously been loaded with either Major Key or another
Secondary Key. ASter-algorittim processing., the DSD trans
,fern the deciphered Secondary Key teActiveKeY Register
while checking parity. Should the Secondary Key contain
parity errors, as is possible, with down line loaded data,
a repeat cipher key operation maybe: performed using a '

Major Key transfer. During SbCodary Key or transfer oper
ations, the contents of the Major Key Re inter are'. preserved.

6. Enciphering of Data
. .

. .

For the enciphering process to take place a key, major
or secondary, must be resident in',the Acti Key Register.
Data is written into the device in,eight e ht7bit bytes
under software control. The-first seven b es are written
into the device under address control AO 0, Al = 0,
A2i= 0, RN = O. The eighth byte is writ en under address
control AO = 1, Al = 0,.A2 = 1, R/T= O. After the eighth
byte has been written, enciphering. of the Data block auto-
matically commences utilizing- tie key'stored in the Active
Key Register.

As the enciphering algorithm, is initiated, the key is
checked for parity error, which if detected; sets the -Key
Parity Error flag. Any.externa'l action other than a read
request of status (AO = 1, Al = 0, A2 = 0, R/W =1) during
the actual enciphering process will be'ignored by the

1

'-At Ahe completio. of the enciphering process, the
encipher*d data may a read from the device under softWare
control. For some system applications, e.g:, cipher fed-
back operation, it may be desirable to enter a new block
of,data,without reading but the total block prevOusly
enciphered. Input of new.data without total readout is

/ therefore not precluded by the DSD:

Deciphering of Data

The process of deciphering of data is operationally
the same as the enciphering process with'the exception that
theeighth byte of data is written into the device under I

address control AO = 0, Al = 0, A2 = 1, /W = 0.

8. Reading of Data and Status,

Data may be'read from the device in eight bit bytes
under address control AO = 0, 'Al = 0, 'A2.= 1, R/W = 1.'
Any attempt to read data while the device is "busy" will

. -

be ignored.
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. * .

. h iOr Two device-status bits are provided w
ir
chc-can be read

..,

from the device under software, control (AO = 1, Al = 0,
''. A2 = Q, R/W =.1). Key'Parity Error (PE) appears on bus
''. data line DO, andOevice:BUsy,appears on bus data line Dl.

.

m I. D2 through D7 are held to ,logic 0 during a read of statue,'
PE and BUSY are also provided in ollplement &iim-as "open.
dratp" discrete outputs from the a vice as TRW ansORQB ,,

for use as interrupt requesit.and/ status diOlay., '4

.$4
9. Device Operating Configurations ,

..
.

,-The DSD is packaged in a 24 pin Dual InLinetkpackaige:
,In addition to Data, Address and StativInterrupt pins, six
pins aye used for Chip Enable.aridfive Chip Belect'llnes,
so that several,DSD's may, be. operated under the controlso4a4
one microprocessor. A free- ning 2 MHz clock,synchrd=
nizes the DSD with MPU c figurations; for M6800 configura-
tions, the-MC 6871 or M 6875 clock generatdr provtdbs'
1 MHz system clock-to the MPU and 2 MHz to the DSD Under
this configuration, a block processing time of 160cro- .

seconds, and typical input/output of 120 mlcyogegonds yield
a maximum data encryption rate oft., *Pi.oximately.1W104%
DSD operating power dissipation ave ages 450 milliwatts in

/
,

--
. . - .Figure 3` shows a typical system,applicalio.of the

DSD /MPU configuration operating in'the Cipher-Fee4b4Ak '
%

(CFB) Mode. A Peripheral interface Adapter isfiged t .

input unciphered data and output cipher. an akbyte;-
by-byte basis. The configuration makes use of theMPU)s
exclusive OR instruction and the pstos encrypt,S5d decrypt
capability on consecutive weraticins. Each character cntss.
byte of data is encipheree'by exclusive. ORing,w*.th.i byte
of the last eiicrypted block from the'DSD. The DSD the .

ir
i decrypts the cipher block to recover the preqoAS, enc. hered

data block and'updates this block with 'the new enciph red
data byte. Because approximately 40Q microseconds are

.

,,required' for each character processed, the data-rate'Af'CFB
is slowed to 20 Kb/s. A minor modificatitT to the,g.DSD chip u -

addfesi logic is required to perform CFI operation:tnaccor-
dance with NBS Guidelines. Howevr,it may be d6sitable to
allow room for differing versions of CFB to reduce the bit
error extension difficulties anticipated for soMe.comilunica-.

,tions links. u

this configuration.

.
,

rE I

bf.
tl
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Figure 3
DATA.SECURITY DEVICE SYSTEM

APPLICATION, WITH CIPHER FEEDBACK QPERATION . .

The blbck diagram of fOversatile unit for a
encryption is shown in figurgg. The unit is co wed
aA a plug in Security, Module r'the.M6B00,EXORcisei4 Micro-
computer development systeM: A 9"iiir.6" board containing
the DSD, Address and Data Bus buffering-allows the M6800,,
Security Module to adapt *the EXORcisex' to a secure data
terminal. Optional Erasable Read Only Memory.in the module
can be addressed to load selected encryption keys into t(ie
DSD. The Module.can'be programmed to operate in the Block
or CFB cipher mode to provide the EXORciser capability for
use as 'a flexible secure data terminal.
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Concluion

.The Data Security Device, an LSI implementation of the
Data Encryption Standard, provides a flexible means of
incorporating data security into microprocessor based ter-,
mina's and minicomputer systems. Design features which make
the chip appear as an additional member of a microcompAter
family allows economical hardware and software solutions to
growing computer security needs,

ot
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Ni,........ APPENDIX

Question and Answer Session C

The following questions were submitted in wrct-
ing during the conference. The answers were prepared
by either the speaker, the session chairman or the
editor.

Question: To Scott Taylor, Collins of Rockwell International
)

Did y ou say.that the cost would decrease at the same time that the
speed and density increase in LSI technology so tliat)we get.a factor
of 1000 improvement over the next five years? '

14,I1,1

AnsWer:
.

No. You can optimize on any one of the parameters )ut you cannot '
optimize OR all- of them at the same time so that you will get this
high a factor of improved CSI efficiency ill the next five years. The
actual improvement will depend upon whatever factor is being optimized
sand the cost of optimization. ., .--t...

,.

(141tian:'
.

.

Flow does one obtain a copy of the document referenced by Mr. McDonnell
.

on EFT security?
. .

Answer: -,

. .

By writing to the National Commission on Electronic Funds Transfer,
Washington, R. C. 20429 .

........

,

. Question: To Barrie Morgan, Datotek, Incorporated
- .

Flow do you suppress control characters in the cipher text of a DES.
device? .'

.

Answer":
. .- , ,

The algorithm used to suppress forbtdden characters depends on the code
set being used.* ASCII and EBCDIC each require different forms of
suppression. In some._cases, 4 _look-up table cart tiseAs.es1.......__

.

116

,

$



to

4
Question:

. .
,.

Whom may I contact to obtain more information on DES protocols'in
communications aRp)ications?

,.

'Answer:

There are to sources: Dr Dennis k.Branstad of NBS, phone number
301-921-3861; and Mr. Ed Stephan, GSA,, phone) umber 202-566-1180.

. .2,.
. .

question:
..-

Would N8Splease reconcile the fact that an encryption algorithm
capable of being implemented.in either hardware or software is
needed, but that the DES ig.only to be implemented in hardware?

Answer:

The DES is only to be implemented in hardware, i.e., electronic de-
vices with read,ronly memory, micro-programs or in dedicated micro-,
priocessors. Ike DES can be.validated easily in these forms and
is Neeylfiffieult to be modified by unauthdrized people. Soft-

. ware. may be used to interface the DES.device to its application.
Software algorithms were not considered in our solicitation 'or
our evaluation for these reasons.

4

Question: To Ba'rrie Morgan, Datotek, Incorporated

If messages consist of digits only (typical of EFT traftection data),`
,is the security provideTby OES compromised by enciphering only the least

/ significant bits of an 8-bit code? .

Answer: .

To the best of our knowledge: the security provided by the DES will not
be compromised if only the least significant bits A the data code -fie
enciphered. This technique may be used to assure that control characters
do not appear in the cipher stream.

4

1 a
Question: To Stephen Walker, ARPA

In a packet oriented system, such as-HDLC, how can encrypted data be
routed?

Answer:'
.

. End-to-end encryption techniques, applied in packet - switched networks,

. require that one encrypt the-dita only. The headers and control

a'
-;e
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information must be transmitted in the clear. If the address information
is sensitive, then link encryption must be used also between the switches.

Question: To Scott Taylor, .Collins of Roc 'Nell International

- What is the overall effective speed in the Collins implementationof the
DES?

Answer: ,

1.6' megablts.. On the Collins chip, input, otitput_iiid processing are all
done' in para1141 in order to achieve this 'high throughput.

- Question: To Kris Rallapalli, FairZhi ld Semi-Conductor

Whet is the.approximate cost of the Fairchild four-chip DESdevice?

,Answer:

The estimated price at this time is $200.00.

Question:

What interest has the Governmerrt expressed 'in implementing. the DES in
military cryptographic equipment?

Answer,.

The DES was not designed for use in military applications. This is
clearly stated inFIPS PUB 46.

Fie Office of Telecommunications

is

Policy Circular 15 significantly.
*, downplayed the need for encryption to protect privacy in data communi-

cations. What s the position of I113S,411n*response to this quesfion?

Answer:

The Privacy Act of 1 74 does not explicitly require encryption. This

law does require tha an adequate level of protection be provided for
sensitive data in hig threat environments. Circular. ,15, as, drafted

bY .0TP, simply states that most personal data handled within'-the Govern-
ment does not exist in these, environments. It does not say that en-
cryption cannot be used.

I
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Question: To Kris Rallapal1i, Fairchild Semi-Conductor
.

How Would a DES device encrypt a file on a storage unit such as a mag-
netic.tape so that it is "different" from a similar file on the same unit?

Answer:

Encrypted data is not inherently different from unencrypted data. The
DES is totally transparent to data codes and likewise protects all
possible datacodes., Therefore', a data file must be marked in some way
as being encrypted.'In addition, the cryptographic protection of stored
data requires aidifferent apRroach from that of communtcations. First
of all, the encryption key -0.sed to protect the data must itself be

I stored and protected as long as the Aata is to be retained for later
,use. The key used to encrypt the data mustitt some way be associated
with that file. Methods for achieving, this are being developed.

Question: To Keith Warble, Motorola

What is the cost of the M6800 security module that he presented?

Answer:

Our estimated cost for the security module including a DE
related interface devices on a 6" x 9" card is $495.00, 0
available sometime in mid 1977. (Editor's Note: Motoro
an M680Q Data Security Module for $475. and an Inte1.8080
Module for $495.) .

chip and

d will be
a has announced
Data Security

Question: To Barrie Morgan, Datotek, Incorporated

Why not'process the enciphered data and send theITX (end of text) in
the clear so that single bit errors would be fir ess to

, .

rupt communications?

Answer:

That is the normal procedure. In ASeil the control characters are
passed unenciphered and all control chtracters Which happen to occur
in the cipHer stream are flagged to pre'vent their being interpreted as
,control characters.

Question: To Clark Weissman, System Development Corporation

How are automated kky management keys prdtected?

.

4
4
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Answer:

A key that is electronicaTly transmitted must be encrypted under a key
that has never been transmitted through the electronic network:

i* Question:

1.

7

ty the DE under.export control?

Answer:
-.7

The export of all 'cryptographic .equipment is controlled under Code of
Federal Regulations 22: 121 -128. The Office of Munitions Control of the
UnitedStates State Department enforces this regulation. It

N:
is.ex-

pected, howevethat licenses can be obtained to export DES devices.

Question: To.Cail Campbell., Interbank CardbASsociation

-
What impact will the DES have on comMunications networks, i.e.,
network management and compatibility with existing common wrier
networks?

Answer:
.

The DES tan and should be implemented so that it is transparent to
network management and has. little, if any, impact on the network it-

1 self. The, comet ori carrier network should not be affected by the EiES

t if it is implemented and used properly. Only a negligible effect will
be apparent to osers if the communications line -is not - noisy. If there

, are many natural errors on a communications line, the impact of using
the DES will be greater, i.e.., the DES will multiply single bit errors,
,usually,by a factor of 64. However, error detection protocols should'
minimize any ffect,of this phenomenon.

Question: To Keith Warble, Motorola t

Is a prelimina4 specification sheet available for the Motorola
Data Security Module?

fl'
4nswer:

A copy of the preliminary'specs can be obtained by,writing to
Mr. Durrell Hillis, Motorola, G.E.D., 8201 East McDowellipad,
Scottsdale, Arizona 85252.

4 .4
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How do the
to prevent

Answer:

4

To Clark Weissman, System Development Corporation
.

-

YES and CRC (cyclic redundancy check) Complement each other
fraudulent modification of Messages in a packet?

The CI 1C error detection -code or any similar poly omiai'code may be used
\-'.._in'conjunction withuthe DES to provide message authentication. The

error detection code should be generated on the plain iessage, then en-
,

crypted along with the message and the resulting-Opher transmitted:
The receiver should decipher the message, compute the error detection
code from the received data and compare it with the error detection code
transmitted-with the data. This schema will ensure that a message can-
not be,modified even byan authorized person, without being detected by

"'the receiver.

To.preverit a' "record and replay"- threat from. being used, a Ines 'age

-sequence number must be generated, encrypted and transmitted with
a message.' The receiver must then verify that no mesSages have been
lost, inserted or retransmitted.

Question:
, - k

Isn't there a problem with.wypting data for storage and not being
able to read it later? ,

Arisvier:

If encryption is used to pro;ect valuable data in storage, some method
must be used to assure that it has been encrypted properly beforehit is
stored, and therythat it is alsb stored properly. Several alternatives
are possible:

1. An indep ndebt device may be used to read the stora0
medium to assurethat it has been'written properly.

2. An independent device may be used to write a second
copy which is then compared with the first. ,

3. In many data storage applications, the DES device
may be completely duplicated and the results of the

"two independent devices compared before the datS is
written

Question: To RobereCourtney, InterriatiDnal,Busi ness Machines

.s
Given a'data storage environment, e.g., tape library or a shared -...

disk system with combinations.of both sensitive and non-sensitTice
data files; WPuld-you recommend protection of the sensitive data by

111
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anonymity, i.e., not labeling it as being sensitive, or physically
labeling the sensitive data and using rigid administrative pro-

. cedures for protecting the sensitive data?
4,0

,Answer:-:
.

Sensitivity ins a "degree-to-which" sort of thing. .It is rarely a
simple binary variable. If you have relatively few sensitive tapes
or disk packs which can reasonably be put in a vault, this is typi-
cally adequate given that th sical. security -s good. In general,
sensitive data should be labeellas such and be given adequate pro-
tection.. Security throuth anonymity generally is only adequate in a
benign environment. In nearly all coses such as you. describe, one
should also examinethe threats to the data from accidental or in-
tentional modification and destruction. One.usually finds that all
stored data should be protected against these threats.becausg.the
organization (company, agency) is often dependent on the availability

. of the data:

aliestion: .

To what extent has NSA participated in the DES development?
,

Answer :/ c7.--..
,

4
IBM developed the algorithm as publiShed in the DES and submitted it

.o.to NBS during its public solicitations. NBS requested NSA to evalu-
ate the algorithm for use in unclassified applications in the Federal
6vernment. IBM designed the algorithm and NBS published it without
any change. 1

-N-Y-.\---
, .

. ,..Question: a
. ./ .

What procedure will be followed and what criteria must be met in order
for a waiver to be granted for a DES implementation in software?

Answer:.
g. -.--.:-' i,.....-- .°

.
. . . s - .. . . - . - . -

, As din FIPPTIB 46, the DES is to be 'used by Federal agencies
en encryption is desired and when the data to be protectet is un-

classified The standard requires implementation of the DES in hard-
viare for Fed al usage. Software implementations in general purpose

'cOmputers re not considered as complying with the standard. Federai
Fed

agencies ay waive the provisions of the DES after the conditions/and
justifications for the waiver have been coOrdinated with NBS.)Software

,implementations for operational use must receive a waiver. However,
'software implementatifts for testing or evaluation do not require ,a

;#Vaiver. The criteria to be considered when waiving the provisions of

, ' 122 .
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,
the ES include the intended use of DES, how often it will be used,
th i act on the system of a software implementation and the security
re it d in the application. , 1.#

Question:

The GSA recently responded to an agency's request to implement a secure
telecommunications system to meet mandated confidentiality requirements
by indicating that the Commdnications Act of 1934 outlawed interception
and misuse of communications. GSA indicated that communications secur-
ity for civilian agencies was therefore not needed. How should you in-
terpret this in light of today's conference?

Answer:

The ComMunications Act of 1934 mode the aural interception of coMMuni-
cations illegal.. A Federal Communications Commission investigation over
the last several years has addressed the issue of intercedtionof v.
digital communications; the common interpretation is that the inter-
ception of digital communications does not violate the 1934 law. In-

cidentally, just making an act illegal does not necessarily stop it from
occurring.

4

Question:.ro Clark Weissman; System Development Corporation

'Doesn't the networ k security center approach to computer network secur-

ity have a problem if an intruder gets the key used to protect fiture
keys to be distributed within the network?

Answer:

If an intruder does obtain the device key used to distribute a working
key to the device, it is obvious that the intruder can obtain all such
working keys. Therifore, the device key must be given a.very high level
of protection and be changed on a regular basis, as well as Whenever a .

security breach is,suspected. The distribution and entry. of device keys
should be done by manual methods and, the proaes'S must be protected.

, Question: .

.

\.

.

In what time-frame is it'expected that there will be sufficient demand
fo'r data encryption in commercial timesharing 0etworks offering
services to the Federal Government to warrant implementation?

Answer:

Data encryption will probably be requested as a'feature in a time-
-sharing service for the Federal Government in two to five years.

dvr
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Question: To Clark Weissman, System Development Corporation

What are the disadvantages of a network security center (NSC) for key
generation and distribution?

- Answer: 70,

None has been built to date but the cost of-an NSC wi,11 probably be high
initially.. There will be some overhead associated with the distribution
of keys in the network. The security of an NSC must be vei-y high.
Maintenance of the data base of authorized users, terminals and computers,
at well as their associated keys will be difficult and therefore costly.
In additton, the normal costs of data tae maintenance will be incurred
at the gsc.

4

Question:'

A recent paper by Professor Hellman of Stanford University has
criticized the DES from various aspects. In particular, he claims

that a characteristic of the DES can be used to cut the search time
for an unknown key by 50% under a partially chosen plaiNtext attack.
He also claims that the substitution tables are "ftirly close to
inear", that S-4is 75% redundant and that the algorithm may con-

, tain a trap door. 'How were the substitution tables developed, are
they truly random or dt5 they have specific structure?

Answer: ik -

The DES.algorithm was'reviewed by experts in encryption, including
Professor Hellman, at a workshop'held at NBS in September 1976.
The characteristic of the algorithm identified by Professor Hellman
is well known and can be used for various purposes. In particular,
the.gharacteristic is.that if all of the inputs to, the algorithm
aregeOmplemented, the output is complemented. The chosen plain-
text attack requires that a penetrator be able to collectnot only
matching plain and encrypted data,' but also be able to collect
matched plain and encrypted data that is the complement of the
first data. This is not alwtys possible. If an exRaustive
search is made .to find an,unknown key, all of the possible keys
must be potentially testekbut only half, namely 36 quadrillion,
of the actual encryption operations must be performed. In actual

work factor, the reduction is ;less than 50%. The characteristic is
useful to implementors in that the encryption complementing deyices may.
be easily tested during operation by simply complementing all of its

inputs and being sure that the results of an encryption or decryption
.operation are also complemented.

The results of Professor Heilman's work show that the S boxes were not
linear. No one at the September woashdp could demonstrate the ex-
istence of a "trap door" in the DES algorithm. The designer of, the
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algorithm stated that the substitution tables are.not random, that they
indeed have structure based on a selected set of necessary and sufficient
security criteria, and that a set was chosen to particularly'minimize
their implementation in LSI technology.

,

Question:

Technical quEstions on the following subjects were also posed: cost of
DES device; mean time between failure; delay imposed on communication
system; reduction in data transfer rate; increase in transmission errors;
test method for devices?

Answer:

o

The answers to these questions will vary with many factors. The cost of
an LSI DES device will depend on market volume, the technology used,
the speed of the device and the yield of its products. Typical pukhase
prices may range from $50-$200 per LSI chip. When 'imbedded 'in d ter-

minal, the price may range from 5-15% of the cost of the terminal. When
implemented in a stand-alone encryption unit, the Oice willrange from
$1500-$4000.

Mean time bet/een failure for most.encryptibn units will. be measured in
years. Delay in communications will be measured in micro-seconds and
reduction in data transfer rate will be negligible, and will often be used
to detect accidental errors or intentional errors induced in the com-
munication system.

The devices will be tested in various, ways.. Redundant DES devices may be
used and output compared before encrypted data can be transmitted or
stored. The complementary characteristic of the algorithm can be used
to test an operational device. Loop-back tests can be used. Known test
patterns can be used periodically. Independent devices can and should
be used before critical data is petra in encrypted form for a long
period of time.
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